Features
* Integrated PCI DSS elLearning

— Credit Card Security, PClI for managers,
Secure Coding for PCI DSS

* Policies and Procedures

— Dissemination, Localization,
Customization & Implementation

* Assessments (SAQ & ROC)

— Which SAQ Wizard, All SAQ Types incl.
SAQ D Service Provider, ROC tool,
Customizable SAQs, Consolidated SAQs,
Collaborative SAQ Completion

* Integrated Evidence Library
* Dashboard, Project & Task Mgmt.

* Reporting, Surveys, Alerts &
Messages

e ASV Scanning & Application Testing

. \/DMSS PCI DSS
Program
Benefits Management

* Ensure staff informed, trained and aware
* Demonstrate policy implementation

* Enable simplified self assessment based on
pre-populated responses

* Gather and store evidence in single location
* Share evidence documentation

* Integrate scanning management and testing
e Track remediation activities

* Assign tasks to entities and individuals

* Maintain a portfolio of compliance projects

e Centrally manage compliance to PCl across
complex distributed organization e.g.
franchises, multi-site retailers and services,
customers and other affiliates

— VIGITRUST



I VigiOne as MCP Key Features

- On-demand vulnerability - Full tracking of merchant - Full tracking of PCI compliance
scanning PCl compliance status status for merchant portfolio
- Training forup to - Automated reporting - Comprehensive reporting
20 staff members & alert emails per subsidiary
- Online SAQ adapted to - Detect merchant in/activity - Full customization
suit non-IT personnel - Control of the PCI DSS - Automated report & alert emails
- Policies & Procedures tailored compliance process - Control of the PCI DSS
to suit business needs for merchants compliance process for
- |dentify security vulnerabilities merchant portfolio
- User support - Identify security vulnerabilities
for merchant portfolio
- Detect merchant in/activity

L " L " L "

 Reduces the risk of data breaches

* Increases customer confidence & safeguards the organization’s
reputation

* Increases the security of your organisation’s network

infrastructure = \VIGITRUST



Overview of VigiTrust MCP implementations

* Head Office / Corporate / Franchisor / Acquiring Bank

Head — Define, Manage and Control Policy and Procedure
Office — Track compliance at business unit and individual entity level
— Training - customized look, feel, language, branding etc.

— Flexible cost attribution and payment models

Country °* Country/Area/Franchisee / Merchant Group

— Local Variations, language, content, legal, alternative suppliers etc.

— Customisable Policy and Procedures based on template

[ B — Appropriate level reporting

Area _
e Branch, Store, Franchisee etc.

— Simplified self service continuous compliance management tool

2 — Standardized setup, policy, procedures and SAQ based on IT

infrastructure
Branch

— Easy straightforward renewal and payment process

e Customers

— Hotel Groups, Acquiring Banks, Franchisors, Retail Groups, Professional
Associations
S



Fully Customizable

eLearning

* Customized elearning e R e e ew—
reflecting your business, [ym=

branding' Message, oo VigiTrust Security

structure, culture etc. s Training

What is the PQl DSS Standard
PQ DSS Compliance: The Benefits

PQ DSS Non-Compliance: The I ntI'Od U Cti O n tO

ili . s Payment Card Securit
* Multilingual as required e y y

Course Test

* Incorporate in house
graphics, video and other
content

* Fully configurable
testing and reporting

= VIGITRUST
S



MCP 2014, Additional
Functionality

Self Service for Departments

Maintain own policy and procedures

Track compliance to policy and
procedures including:
— Update receipt

— Customization
— Implementation

Reports

— Drill down compliance reporting by
region, group, Department and
individual

— Full audit trail and track record of
training, results and certification

& VIGITRUST

Fraud Incidents: 6 Month Overview

View 23 Liss Churt

Security Breaches

‘Viow 25 Lina Chart

6 Month Overviewr
600

March, 400
360

300

240
200
N .

Security Breaches

Fraud Incidents

Total:10
Average Value: £300000

Comments

Chargebacks

Total: 30
Average Value: £30

Comments
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MCP 2014, Additional

Functionality

. SAQ D
- POte ntl a | fo r St ru Ctu red I SAQ D has been developed for all SAQ-eligible service

and for all merchants NOT meeting the descriptions of SAQs A-C

p re - po p u |ated SAQ’S as described in the PC| D55 Self-Assessment Questionnaire

Instructions and Guidelines document.

fO r Se | eCted In a nutshell, you must complete SAQ D if your business meets
the following criteria:
Departments based on
standardised set up
:scl Dss rEuu\re:”cwered entities to implement ongeing technical security controls such payments for goods

. ope
d Itis best practice to run external IP !
— O S S I I I y O a u O I I I a e scans. Such scans are indispensable tools to be used in conjunction with a vulnerability b third party

management program. Scans help identify vulnerabilities and misconfigurations of web o
sites. fons, and information technology (IT) with Intemetf lansactions and

intemet protocel (IP) addresses. This portal allows entities to run a scan against security

. .
contrels required by the Payment Card Inclustry Data Seeurity Standard (PCl DSS)which asan SAQC
u I I i a globally recognized security standard meeting and exceeding the controls required by )
clher standard. s data, your are

« Your husinass does not fall into the cateaories A,B, or C

< [P Address Scanning

To proceed with your scan do the following:

Find out what your public IP address is { this is your Intemet facing IP address and
NOT the address of your PC). To find out what your public IP address is type
hitp:/iwhatismyip.com/ into your browser on your PG

Read the PCI DSS Scanning Guide

Enter your details into the table below and click on the Submit button

oo

Sean Details = above criteria, click here to commence SAQ D

L] L] |
» Vulnerability Scan R

When would you like to conduct this scan?

— Potential to automate

Launch

vulnerability scanning
& reporting

View All Scans

Click here to download your scan report in PDF format View All Scans.

= VIGITRUST
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I SAQ Management

Manage your PCI DSS SAQ templates

SAQB - Test-m1253

Assessme

SAQ/ Manage SAQ
Edit your current templates Add a new template to your current selection Edit Template name Assign template to Entity Duplicate existing| General information: Inplace: 5| Not in piace: 3 | Not Applicable: 1| Compensating: 1| Not tested: 1
Select a new SAQ type within the following list and click the button in order to add it to your list of current SAQ template

Executive summary: Not set as Complete

Select SAQ type (9 SAQ type) - [Anzwer by Yes or No fo the first question in the Execfive summary)

‘ |
Select SAQ type (9 SAQ type) Requirement 3 @

‘ SAQ A (24 Requirements) 100.00%

SAQ A-EP (182 Requirements)
Requirement 4 @

SAQ B (41 Requirements)
SAQ B-IP (87 Requirements) 100.00%
SAQ C (161 Requirements) )

Requirement 7 @

SAQ C-VT (84 Reguirements)
100.00%

SAQ D (331 Requirements)

SAQ D-SP (369 Requirements) Requirement 9 @
SAQ P2PE (23 Requirements)

Requirement 12 €@

Manage Assessments

Add a new SAQ Assign an SAQ to another entity Edit SAQ name Duplicate existing SAQ Convert SAQ Type Archive SAQ

Please select an entity. new SAQ type, and add a description of the new SAQ. When complete. click the Submit button in order to create a new SAQ for your organization.

Select an entity (7 entities total)

Select SAQ type (9 SAQ types) -
Access SAQ Close

Create this SAQ for the selected entity Close

= VIGITRUST
S



I VigiTrust’s Potential
Solution

HEH
HEH

BANK
ol

Audit & Advisory

Departments




MCP Customization

* Potential for eLearning * MCP Payment Options
customization — Online Payment by Credit Card
— Customize the elearning — Payment by Wire (Collected
component of the MCP, e.g. automatically in year 2 unless contract is
actual pictures of a typical cancelled 30 days in advance)
Department set-up and systems — Payment by Check (Scanned and
to help users visualize the emailed to VigiTrust)
security controls that need to be — Once first payment is received,
applied in order to protect VigiTrust issues log-in credentials

cardholder data.
e MCP Department enrolment

* Technical Integration Options options
— Link redirecting to the MCP for — Bulkenrolment
self-registration, or login with — self-registration
credentials, or single-sign-on — semi-automatic registration

= VIGITRUST
S



PCIl Hotel Compliance Portal for

) -
ACCOR

B My Deshbosnd ~

B Ny Modues -

Welcome to the Hotel PCI DSS Digital Platform

& My courses

** Module 1 PCI DSS eModule

%* Module 2: Policies and Procedures

%* Module 3: Scan Your IP Address
** Module 4: SAQ Online

Bes Practices To revert Paymers Cerd Dets Lows 60 Your Mot
MrGunory orine TENING for Gch COLAROMET SaRIng W Diymert cand

reSrmaTon Frars- 0ot ard Rasaurers

Actor Sac.rty POlCies #ne PROCA0.IEs 0 COWNCES 8¢ MCEAL BCTION DN

Cormputs your PO 0SS Setiucirmrert Quastorners onire

< w 4
17 Fen, 1324
Dermex O Rarlyy
20 Yairing
Cuowr woas
B § RECOMMENDATION
& il
s &
oy
= A ;No
-0
f o

[Dervor O Ratly] You are WGoed In as

Pt

ot Lacamplote. Trnmad 300

240

Crox here 8 Conr it

Hotels

»-
ACCOR

Please enter your payment details in the fields provided below:

Hotels register and
pay on-line

Accor Policies in Place

Bulk Payment/Country
Hotel Registrations

Hotel Registrations (Country)
Paid by Wire/Country
Palicies in Place / Hotel
SAD Response

Staff Training All Regions
Staff Training by Hotel Code
5taff Training By Region
User Registrations

User Status/Hotel

Users Registered by Country

Manage reports




Accor PCl eModule

*An awareness-building campaign in the hotels for people dealing with payment
cards, mandatory for all hotels.

*Available in 6 languages: English, German, French, Spanish, Italian and
Portuguese.

»- »-
ACCOR ACCOR

-»— Course Outline
Menu  Notes ACCOR E Menu Notes -

+ Payment Card Security

enu '
+ Payment Card Security W General Security Concerns m

* Introduction

» introdustion Accor PCI-DSS eModule

» Session 1

Course Introduction + The importance of PCI-DSS in protecting payment card data
» Session 2 Course Qutline

) )
igchecace] Course Topics + General hotel security concerns

Best Practice To Prevent S
Payment Card Data Loss welkement pa—— « Security and the booking process

Bienvenue! » Session 1 \_ )
At YOLlr HOtEl » Session2

Bienvenido!

Contact Accor P! Program Director Marie-Christine VITTET: peidssaccor,com m Other Hotel Security Concerns W

s Checking in and checking out guests securely

s Security during guest stays

* Secure archiving

bis H R JL s Everyday scenarios «@)

L

© o ICD o ol - o Lo

-i Yearly | [Req. 12.6 — Implement a formal security awareness

& Awareness | |Program to make all personnel aware of the importance
M Campaign of cardholder data security.
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I Policies & Procedures

Policy & P

Mandatory field *

n Place Not In Place

dure: Security A ent &

ot Applicable

Enter remediation actions *

Enter a target Date For Compliance ™ :

]

4] April 2018
Mo Tu We Th
2| 3 4/ 5
9 12
16 19
3 o

POLICIES AND PROCEDURES INFORMATION

6
13
20

Policies in place : 0/10

Milesiome

Remove and Limit Cardholder Data
Remove and Limik Cardholder Data
Remcve and Lim Candholder Data
Remone and Limk Candholder Dats
Remove and Limk Cardholder Data

Pratect the: Parenster

Profect the Ferimeler

Protect the Perimeter
Secure Payment Card Applc stions

Wonitor Access Control

Local Policies and Procedures

Policy name
Physical & Logic ol Azcess Control
Backup Rorage
3rd Party Sec
Paddanrd Craaton Gudelnes
Disasier Recovery & Business Continulty
Hagdtning Log & Patth Mansgement
Foc Awpre & Accepinbielse
Antwvings
Securnity Assessment & Vuinerabdty Test

Securty Incident Response Plan

Flatus

Comment

Remadiation Date



I Assessment Report

%VlGlTRuE.T =~ & e | Projeci_manager | P——| S v

Export as CSV
= elearning & Awareness <

B Assessments ¢ show| 10 v eniries Search
Policies & Procedures 8 N . .
N Entity name SAQ description SAQ type Status Answered Required Entity code Entity group Organization
@ Dashboard <

To Be
Y < Access SA( Users I —————— D not started 0 332 mo575 = ?
lemal Zaiionibtan a0 ement © reviewed - -

S L -
o ACcess SA( Users e D not started 0 332 mo543 w
Q Assistance <
ol ° ——— /0 51 D not started 0 332 mos 11 B
reviewed = ) LLC
To Be Alumni and
o . D in progress 293 332 m0907 - - TEEE
reviewed Advancement Regional Manager:
Region: ~
ToBe Country: = VIGITRUST
reviewed Managers Comment: 4
comment
Source October 2017

User Certification Entity Payment status Entity Pricing SAQ Progress

To Be
S L
(o) reviewed Access SA( Users A 31 —

To Be l "
0 —— = > _—
reviewed alieuiegs ©AQ 3.1
t -
To Be Certified Mot certified us
reviewed Certified User:
PCI Risk Assessment erified Users Best Entities Entity Licence Renewal
- .
31 Certified:
i =i I “ | |
kil
v v J 0
—u
Une Chart Risk Assessment Entity Status Vigione GM Last Access
High risk
Medium Risk
Low Risk

To be determined:

<1 year
year)
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I Partner Options

VigiTrust Microsoft Azure Virtual Server

VigiOne for VigiTrust Clients
referred by partner (e.g.
Potentially selected features only
Separate Hosting in US and EU)

VigiOne for VigiTrust partners
(e.g. Potentially selected features
only. Managed and branded
VigiTrust

VigiOne
VigiTrust Admin. & Support

= VIGITRUST |

= VIGITRUST

White-labelled sub portal

(VigiTrust Partner)
Partner Consultants

(VigiTrust Partner)
Partner Program Manager
Partner Consultants

Organization (VigiTrust Client)
Client Program Manager
Client Group Manager (PM)
Client Entity Manager (EM)
Client Entity Alt. Contact (AC)

Organization (Partner Client)
Client Program Manager
Client Group Manager (PM)
Client Entity Manager (EM)
Client Entity Alt. Contact (AC)

Organization (Partner Client)
Client Program Manager
Client Group Manager (PM)
Client Entity Manager (EM)
Client Entity Alt. Contact (AC)

InfoSec Awareness elearning
Policies/Procedures P&P Tool
Assessments SAQs

Evidence Documents/Files
Dashboard Charts and Reports
Project Mgt Tasks & Calendar

InfoSec Awareness elearning
Policies/Procedures P&P Tool
Assessments SAQs

Evidence Documents/Files
Dashboard Charts and Reports
Project Mgt Tasks & Calendar

InfoSec Awareness elearning
Policies/Procedures P&P Tool
Assessments SAQs

Evidence Documents/Files
Dashboard Charts and Reports
Project Mgt Tasks & Calendar

= VIGITRUST
S

VigiOne
VigiTrust Admin. & Support

CoalFire (VigiTrust Partner)
Coalfire Program Manager
Coalfire Consultants

Organization (Coalfire Client)
Client Program Manager
Client Group Manager (PM)
Client Entity Manager (EM)
Client Entity Alt. Contact (AC)

InfoSec Awareness elearning
Policies/Procedures P&P Tool
Assessments SAQs

Evidence Documents/Files
Dashboard Charts and Reports
Project Mgt Tasks & Calendar




