
Features Benefits
• Ensure staff informed, trained and aware

• Demonstrate policy implementation

• Enable simplified self assessment based on 
pre-populated responses

• Gather and store evidence in single location

• Share evidence documentation

• Integrate scanning management and testing

• Track remediation activities

• Assign tasks to entities and individuals

• Maintain a portfolio of compliance projects

• Centrally manage compliance to PCI across 
complex distributed organization e.g. 
franchises, multi-site retailers and services, 
customers and other affiliates

PCI DSS 

Program 

Management
• Integrated PCI DSS eLearning

– Credit Card Security, PCI for managers, 
Secure Coding for PCI DSS

• Policies and Procedures
– Dissemination, Localization, 

Customization & Implementation

• Assessments  (SAQ & ROC)
– Which SAQ Wizard, All SAQ Types incl. 

SAQ D Service Provider, ROC tool, 
Customizable SAQs, Consolidated SAQs, 
Collaborative SAQ Completion 

• Integrated Evidence Library

• Dashboard, Project & Task Mgmt. 

• Reporting, Surveys, Alerts & 
Messages

• ASV Scanning & Application Testing



VigiOne as MCP Key Features

• Reduces the risk of data breaches

• Increases customer confidence & safeguards the organization’s 
reputation

• Increases the security of your organisation’s network 
infrastructure



Overview of VigiTrust MCP implementations

• Head Office / Corporate / Franchisor / Acquiring Bank

– Define, Manage and Control Policy and Procedure

– Track compliance at business unit and individual entity level

– Training - customized look, feel, language, branding etc.

– Flexible cost attribution and payment models

• Country / Area / Franchisee / Merchant Group

– Local Variations, language, content, legal, alternative suppliers etc.

– Customisable Policy and Procedures based on template

– Appropriate level reporting

• Branch, Store, Franchisee etc.

– Simplified self service continuous compliance management tool

– Standardized setup, policy, procedures and SAQ based on IT 
infrastructure

– Easy straightforward renewal and payment process

• Customers

– Hotel Groups, Acquiring Banks, Franchisors, Retail Groups, Professional 
Associations

Head 
Office

Country

Area

Branch



Fully Customizable 

eLearning

• Customized  eLearning 
reflecting your business, 
branding, message, 
structure, culture etc.

• Multilingual as required

• Incorporate in house 
graphics, video and other 
content

• Fully configurable 
testing and reporting



MCP 2014, Additional 

Functionality

• Self Service for Departments

• Maintain own policy and procedures

• Track compliance to policy and 
procedures including:

– Update receipt

– Customization

– Implementation

• Reports

– Drill down compliance reporting by 
region, group, Department and 
individual

– Full audit trail and track record of 
training, results and certification



MCP 2014, Additional 

Functionality
• SAQ

– Potential for structured, 

pre-populated SAQ’s 

for selected 

Departments based on 

standardised set up

– Possibility to automate 

SAQ submission to 

acquiring bank

• Vulnerability Scan
– Potential to automate 

vulnerability scanning 

& reporting



SAQ Management



VigiTrust’s Potential 

Solution

PCI-DSS Eco-system built around VigiTrust’s MCP

Website & Mobile Apps Webinars

E-mail Updates & Hotline Support

Departments

Audit & Advisory

Dashboard & Reporting



MCP Customization

• Potential for eLearning 
customization

– Customize the eLearning 
component of the MCP, e.g. 
actual pictures of a typical 
Department set-up and systems 
to help users visualize the 
security controls that need to be 
applied in order to protect 
cardholder data.

• Technical Integration Options

– Link redirecting to the MCP for 
self-registration, or login with 
credentials,  or single-sign-on

• MCP Payment Options

– Online Payment by Credit Card

– Payment by Wire (Collected 

automatically in year 2 unless contract is 
cancelled 30 days in advance)

– Payment by Check (Scanned and 

emailed to VigiTrust)

– Once first payment is received, 
VigiTrust issues log-in credentials

• MCP Department enrolment 
options

– Bulk enrolment

– self-registration 

– semi-automatic registration 



Hotels register and 

pay on-line

PCI  Hotel Compliance Portal for Hotels



•An awareness-building campaign in the hotels for people dealing with payment 
cards, mandatory for all hotels.

•Available in 6 languages: English, German, French, Spanish, Italian and 
Portuguese. 

Accor PCI eModule

Yearly   

Awareness 

Campaign

Req. 12.6 – Implement a formal security awareness 

program to make all personnel aware of the importance 

of cardholder data security.



Policies & Procedures



Assessment Report



Separate Virtual Server (potentially on 

premise)

VigiTrust Microsoft Azure Virtual Server

Partner Options

VigiOne

VigiTrust Admin. & Support

(VigiTrust Partner)
Partner Consultants

Organization (Partner Client)
Client Program Manager
Client Group Manager (PM)
Client Entity Manager (EM)
Client Entity Alt. Contact (AC)

InfoSec Awareness  eLearning
Policies/Procedures P&P Tool
Assessments SAQs
Evidence Documents/Files
Dashboard Charts and Reports
Project Mgt Tasks & Calendar

(VigiTrust Partner)
Partner Program Manager
Partner Consultants

Organization (Partner Client)
Client Program Manager
Client Group Manager (PM)
Client Entity Manager (EM)
Client Entity Alt. Contact (AC)

White-labelled sub portal

InfoSec Awareness  eLearning
Policies/Procedures P&P Tool
Assessments SAQs
Evidence Documents/Files
Dashboard Charts and Reports
Project Mgt Tasks & Calendar

Organization (VigiTrust Client)
Client Program Manager
Client Group Manager (PM)
Client Entity Manager (EM)
Client Entity Alt. Contact (AC)

InfoSec Awareness  eLearning
Policies/Procedures P&P Tool
Assessments SAQs
Evidence Documents/Files
Dashboard Charts and Reports
Project Mgt Tasks & Calendar

VigiOne

VigiTrust Admin. & Support

CoalFire (VigiTrust Partner)
Coalfire Program Manager
Coalfire Consultants

Organization (Coalfire Client)
Client Program Manager
Client Group Manager (PM)
Client Entity Manager (EM)
Client Entity Alt. Contact (AC)

InfoSec Awareness  eLearning
Policies/Procedures P&P Tool
Assessments SAQs
Evidence Documents/Files
Dashboard Charts and Reports
Project Mgt Tasks & Calendar

VigiOne for VigiTrust Clients 
referred by partner (e.g. 
Potentially selected features only
Separate Hosting in US and EU)

VigiOne for VigiTrust partners 
(e.g. Potentially selected features 
only. Managed and branded 
VigiTrust


