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VigiOne – One Platform, Multiple Regs



IRM Expertise







https://rockit.cloud/2020/03/18/the-

most-commonly-used-password-

in-2020-is/

https://rockit.cloud/2020/03/18/the-most-commonly-used-password-in-2020-is/


Quick Wins – Define the Target Audience

• Board Members

• CxOs – C-Suite

• Executive Suite

• VPs

• All Staff

• External consultants?

• 3rd Party Suppliers?

• Others

• Technical Team

• Security

• Compliance

• Operations

• Sales & Marketing

• Admin

• Others



Recommended Overall Awareness Program Structure

Target Audience & User Categories

Baseline Mandatory Training
Introduction to Cyber-Security

Review of Company generic security policies 

Delivery Options
eLearning, Instructor Training, Lunch & Learn, Videos

Survey, KPIs, Reports, Continuous education 



Example - eLearning Content Creation & Migration

Discovery Workshop resulting in the Production of a Blueprint 
Document 

Creation of an Initial  Story Board for the eLearning

Migration of Blueprint content to eLearning  - Alpha  Version

Incorporation of feedback on Alpha version into Beta Version

Incorporation of feedback on Beta version into  v2.0 
(commercial version)

Deployment of commercial version on customer/VigiTrust
LMS

Ongoing Updating of eLearning



eLearning Key Components
1. Interactive rich content following 

best practice instructional design

2. Self-test questions

3. Exam at course end
1. randomizable questions

2. adjustable pass rate

4. Audio voiceover
1. where appropriate 

2. including on/off function

5. Bookmarking

6. Glossary

1. Technical Terms

2. TLAs

7. Option to include company 

policies
1. option to force users to read 

and/or accept policies before 

taking the course



How does Cyber Accountability 

resonate with CEOs, CxOs, Boards?



5 Stages of Cyber Accountability Grief
How CEOs, CxOs and Board Members perceive the challenge

Denial

Anger

Bargaining

Depression

Acceptance

Cyber? – It doesn’t apply to me, ask 

my managers and lines of business! 

It isn’t fair – we’re trying to grow a 

business and create jobs here. Back 

off with your cyber nonsense!

I’ll do some of it – it’ll be sort of Compliance 

“a la carte” just to fend off regulators and 

governing bodies. That should do the job!

I’ll never get there – it’s not just laws & 

standards, but also documentation, technical 

investment, ongoing monitoring. I just can’t!

It’ll be okay! – it’s not rocket science, we’re 

doing a good bit already and we can now 

bridge the gap and stay ahead!



Objectives & Benefits to Cyber 

Accountability Programs
• Objectives

– Demonstrate to regulators/Governing bodies that Cyber security & 
compliance is under control

– Regain control of the cyber security & compliance challenge

• Benefits to Cyber Accountability Programs
• Ability to show what’s been done

• Ability to show you know what’s outstanding 

• Ability to show a roadmap for compliance

– => demonstrate accountability

– => reduce potential breaches, audits and associated & costs fines

– Improve security levels and boost customer & investor confidence

– Cost effectively comply with applicable mandates

Make cyber accountability part of 
the firm’s DNA at C-Level & Board



Data Protection, Security & Compliance - Key Publications



Chief Security Officer
Project leader for all Security Related Matters

DATA

Sec
PPL

Sec

PHYSICAL 

SECURITY

• Access to 

Building

• Physical 

Assets

• IT Hardware

• Vehicle Fleet

PEOPLE 

SECURITY

• Permanent & 

Contract Staff

• Partners

• 3rd Party 

Employees

• Visitors

• Special Events 

Security

DATA 

SECURITY

• Trade Secrets

• Employee 

Data

• Database

• Customer 

Data

5 Pillars of Security Framework™

PHYS. 

Sec

INFRA 

Sec

INFRASTRUCTURE

SECURITY

• Networks

• Remote Sites

• Remote Users

• Application 

Security

• Website

• Intranet

CRISIS 

Mgt

CRISIS

MANAGEMENT

• Documentation 

& Work 

Procedures

• Emergency 

Response Plans

• Business 

Continuity Plans

• Disaster 

Recovery Plans

Operations Manager, 
Security Staff

HR, Security Staff
HR, IT Team & 

Manager
IT Team & Manager

Operations Manager, 
IT Team, HR

Best Practice Security Framework for Enterprise



Security Awareness Month Workshop – Daily Tips

October 1st – 31st 2020

Daily Tips straight to your inbox



Ahead of Cybersecurity Awareness Month – October 2020

Start Planning Today!

Let’s make it a fun experience for staff!
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