I The State of Security Awareness in 2020 & Quick Win
Opportunities to educate all across your enterprise
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I VigiOne - One Platform, Multiple Regs

Consolidates 30+ elearning
Modules & LMS, Evidence &
document repositories, Official &
Best practices security &
compliance questionnaires and
more to come...

Asessments eLearning

Preparedness

\d Validation Documentation Project management
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Role specific, centrally managed, self- o
updating and natively integrated for
information sharing

Continuous Compliance

Greatly reducing compliance & security

REPORTS
infrastructure and reporting costs
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Addressing legal & standards Enterprise & SMB challenges DASHBOARD

Data
Protection OWASP
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Executive Council

Members

Advisory | Member
Board Portal

Charter

Exchange views and ideas with executives with

1 LEARN FROM YOUR PEERS AND OTHER EXPERTS
comparable roles and responsabilities.

UNDERSTAND AND INFLUENCE THE MARKET
Gain a further understanding and even influence the Z
Information Security and Compliance Market Place.

GAIN INSIGHTS ON REGULATION
3 Gain and share insights on regulation. Share concerns and

questions about the impacts of proposed and impending
security regulations on your Business.

INTERFACE WITH PEOPLE WITH THE SAME CHALLENGES
Interface with like-minded people who recognize the vast
potential of new security technology for business whilst
appreciating risks and challenges.

EXPLORE YOUR OPTIONS
Take the opportunity to spend some time with VigiTrust
5 staff and partners developing a real understanding of how
they have helped others with comparable challenges.
FORMULATE A SECURITY AWARENESS PROGRAM
Formulate an action plan for developing security &
compliance skills and awareness throughout your organi- 6
sation from Board Room to shop floor.

EXPAND YOUR PEER NETWORK

Expand your own network of like minded people with

comparable responsabilities with whom you can
collaborate to deal with unforseen challenges.

IRM EXxpertise

CEOTO DAY

FIRARCEMONTHLYE)

GAME CHANGERS i
AWARDS 2019 AWARDS20109

VigiTrust - the Republic of Ireland

Best Information Security Compliance Management Platform 2020
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Cybersecurity = STOP. THINK. CONNECT.™ > National Cybersecurity Awareness Month (NCSAM)

NATIONAL CYBERSECURITY AWARENESS MONTH (NCSAM)

National Cybersecurity

Awareness Month

CISA Cybersecurity Resources

National Cybersecurity Awareness DO YO U R PA RT-

Month Resources #BE ad!

National Cybersecurity Awareness
Month Sample Social Media Posts

and Graphics CYBERSECURITY

STOP. THINK. CONNECT.™

About the Campaign
PRig Now in its 17th year, National Cybersecurity Awareness Month (NCSAM) continues to raise awareness about the

. . importance of cybersecurity across our Nation, ensuring that all Americans have the resources they need to be safer and
Join the Campaign

more secure online.

National Cybersecurity Awareness

Month NCSAM Theme and Schedule

CISA and the National Cyber Security Alliance (NCSA) are proud to announce this year’s theme:

“Do Your Part. #BeCyberSmart.”




Cybersecurity Education
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European Cybersecurity Month
> ECSM 2020

> ECSM Through the Years

European Cyber Security
Month Recommendations for
ALL

European Cyber Security
Challenge (ECSC)

European Cybersecurity Skills
Framework

NIS in Education

Cybersecurity Higher Education
Database

EUROPEAN UNION AGENCY
FOR CYBERSECURITY

n > European Cybersecurity Month

Articles Publications

What is ECSM?

The European Cybersecurity Month (ECSM) is the European Union’s annual campaign dedicated to
promoting cybersecurity among EU citizens and organisations, and to providing up-to-date online
security information through awareness raising and sharing of good practices. Each year, for the
entire month of October, hundreds of activities take place across Europe, including conferences,
workshops, trainings, webinars, presentations and more, to promote digital security and cyber
hygiene.

The ECSM campaign is coordinated by the European Union Agency for Cybersecurity (ENISA) and
the European Commission, and supported by EU Member States and hundreds of partners
(governments, universities, think tanks, NGOs, professional associations, private sector business)
from Europe, and beyond.

The EU Agency for Cybersecurity coordinates the organisation of the ECSM campaign by acting as a
“hub” for all participating Member States and EU Institutions, and by providing expert suggestions,
generating synergies and promoting common messaging among EU citizens, businesses and public
administration. The Agency also publishes new materials and provides expert advice on different
cybersecurity topics for Member States’ audiences.

‘Cybersecurity is a Shared Responsibility’

Since the first event in 2012, the European Cybersecurity Month has been reaching its key priorities
by bringing together parties from across Europe under the slogan ‘Cybersecurity is a Shared
Responsibility’ to unite against cyber threats. Each year, the campaign not only promotes the safer
use of the Internet for EU citizens, but the organisers provide the knowledge and tools to do so, find
more on ECSM Through the Years.

9 | Topics | NEws | PUBLICATIONS

| EVENTS 7 - English (en)

About ENISA Careers @ Procurement @ Contact

Recommended publications

ECSM Deployment Report 2019

This report provides an overview of -
the activities organised for the £ Y
European Cybersecurity Month {)

2019 and presents a synthesis of E
findings based on...

Published on January 19, 2020

European Cybersecurity Month 2018 - Deployment
Report

Published on February 15, 2019

European Cyber Security Month 2017
Published on February 06, 2018

European Cyber Security Month 2016 - Deployment
report

Published on February 07, 2017
Recommended news
European Cybersecurity Skills Framework:

call for...

The European Union Agency for Cybersecurity
launches a call for expression of interest for
participation in the new Ad Hoc Working Group on
the...

Published on July 08, 2020

ENISA plays its part for a better internet!
Published on February 08, 2016



11 Impactful Cybersecurity Facts and Stats

Data breaches exposed
4.1 BILLION records in
the first half of 2019.
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There are many important facets to cybersecurity, which are covered in greater detail below.
Here we wanted to include statistics that give a good idea of the cybersecurity field as a

whole, along with the overall impact of cyber attacks.

To learn more about a variety of cybersecurity topics, drop in for a free security webinar!

-

. The worldwide information security market is forecast to reach $170.4 billion in 2022.
(Gartner)

2. 62% of businesses experienced phishing and social engineering attacks in 2018. (Cybint

Solutions)
3. 68% of business leaders feel their cybersecurity risks are increasing. (Accenture)
4. Only 5% of companies’ folders are properly protected, on average. (Varonis)
5. Data breaches exposed 4.1 billion records in the first half of 2019. (RiskBased)

6. 71% of breaches were financially motivated and 25% were motivated by espionage.

(Verizon)

7. 52% of breaches featured hacking, 28% involved malware and 32-33% included phishing

or social engineering, respectively. (Verizon)

8. Between January 1, 2005 and April 18, 2018 there have been 8,854 recorded breaches.
(ID Theft Resource Center)

9. While overall ransomware infections were down 52%, enterprise infections were up by
12% in 2018. (Symantec)

10. The top malicious email attachment types are .doc and .dot which make up 37%, the next

highest is .exe at 19.5%. (Symantec)

11. By 2020, the estimated number of passwords used by humans and machines worldwide

will grow to 300 billion. (Cybersecurity Media)
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https://rockit.cloud/2020/03/18/the-most-commonly-used-password-in-2020-is/

IQuick Wins - Define the Target Audience

 Board Members * Technical Team

* CxOs — C-Suite * Security

* Executive Suite  Compliance

* VPs * Operations

» All Staff * Sales & Marketing
* Admin

* External consultants?

e 3 Party Suppliers? e Others

e Others



I Recommended Overall Awareness Program Structure

‘Target Audience & User Categories

Baseline Mandatory Training

Introduction to Cyber-Security
Review of Company generic security policies

Addressing legal & standards Enterprise & SMB challenges

Protection

Delivery Options

eLearning, Instructor Training, Lunch & Learn, Videos

I Survey, KPIs, Reports, Continuous education

= VIGITRUST




Example - eLearning Content Creation & Migration

Discovery Workshop resulting in the Production of a Blueprint
Document

Creation of an Initial Story Board for the eLearning

Migration of Blueprint content to eLearning - Alpha Version

Deployment of commercial version on customer/VigiTrust
LMS

Ongoing Updating of eLearning




I eLearning Key Components

1. Interactive rich content following
best practice instructional design
Self-test questions

3. Exam at course end
1. randomizable questions
2. adjustable pass rate
4. Audio voiceover
1. where appropriate
2. including on/off function

Bookmarking

N

Instructional

Glossary Design
1. Technical Terms

o o1

2. TLAs
7. Option to include company
policies
1. option to force users to read

and/or accept policies before
taking the course




I How does Cyber Accountability
resonate with CEOs, CxOs, Boards?

THINK GLOBALLY,
ACT LOCALLY,
PANIC INTERNALLY

4

Copyright 2005 by Randy Glasbergen. www.glasbergen.com




How CEOs, CxOs and Board Members perceive the challenge

I 5 Stages of Cyber Accountability Grief

: Cyber? — It doesn’t apply to me, ask
@ Denial / ooy

my managers and lines of business!
cu-edn

-
;

It isn’t fair — we’re trying to grow a
Anger business and create jobs here. Back
off with your cyber nonsense!

I'll do some of it — it'll be sort of Compliance
“a la carte” just to fend off requlators and
governing bodies. That should do the job!

Bargaining

. I'll never get there — it’s not just laws &
De preSSIOn standards, but also documentation, technical
investment, ongoing monitoring. | just can’t!




I Objectives & Benefits to Cyber
Accountability Programs

* Objectives

— Demonstrate to regulators/Governing bodies that Cyber security &
compliance is under control

— Regain control of the cyber security & compliance challenge

* Benefits to Cyber Accountability Programs

* Ability to show what’s been done
* Ability to show you know what’s outstanding

* Ability to show a roadmap for compliance
— =>demonstrate accountability
— =>reduce potential breaches, audits and associated & costs fines

— Improve security levels and boost customer & investor confidence
— Cost effectively comply with applicable mandates

Make cyber accountability part of
the firm’s DNA at C-Level & Board




Data Protection, Security & Compliance - Key Publications
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Anticipating the
Unknowns
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The 2018 Study on the State of Data
Access Governance

THE ICIT HACKING OUR NATION’S
CY B E R LE G | S LATI o N AIRPORTS Sponsored by STEALTHbits
e ———————

Indopendently conductad by Ponemon Institute LG
Publication Date: September 2018

R E p O R T CYBER-KINETIC THREATS TO THE TECHNOLOGIES

I==] RUNNING AIRPORT OPERATIONS

A Monthly Analyst Report from Poneman et Researcn Report

The Institute for Critical ‘ Ao S

Infrastructure Technology . Drow Spanial, Lead Researcher, (CIT
Parham Eftekhari, Executive Difector, ICIT

2019 Data Breach ium’ BROMIUM INSIGHTS REPORT
Investigations

{)FIREeYe
Report

ADVISEN’S "***

2CYBER
SGUIDE

THE ULTIMATE GUIDE TO CYBER SERVICE PROVIDERS

Q Arete Adviso
Experience matters.
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business ready
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&= VIGITRUST 5 Pillars of Security Framework™

Chief Security Officer

Project leader for all Security Related Matters
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PHYSICAL PEOPLE DATA INFRASTRUCTURE| |CRISIS
SECURITY SECURITY SECURITY PECURITY MANAGEMENT
« Accessto «  Permanent & + Trade Secrets [ Networks * Documentation
Building Contract Staff . Employee * Remote Sites %Work
: rocedures
* Physical « Partners Data *» Remote Users
Assets rd . Applicati  Emergency
« 3% Party « Database Spp IC_? on Response Plans
. ecuri
IT Hardware Employees . Customer | y . Business
«  Vehicle Fleet «  Visitors Data *  Website Continuity Plans
« Special Events * Intranet « Disaster
Security Recovery Plans

Operations Manager, . HR, IT Team & Operations Manager,
Security Staff HR, Security Staff IT Team & Manager IT Team, HR

[ Best Practice Security Framework for Enterprise ]




Security Awareness Month Workshop — Daily Tips

CYBERSECURITY

AWARNESS MONTH October 1st—=31st 2020

TIP OF THE DAY Daily Tips straight to your inbox

PAY ATTENTION TO SUSPECT
EMAILS, SUDDEN PERFORMANCE
CHANGES IN YOUR DEVICES,
REPORT LOSS OR THEFT OF
COMPANY DEVICES.

REPORT SECURITY INCIDENTS

TO YOUR MANAGER OR THE
SECURITY TEAM.

= VIGITRUST



Ahead of Cybersecurity Awareness Month — October 2020

o= VIGIONE

Security Awareness Programs

VigTrust provides ized security

programs for its blue chip customers worldwide. G
Such programs typically include,
but may not be limited, to the —
following elements:

Security Awarness Programs includes:

elearning course
« Off-the-shelf modules on Governance, Risk, Compliance

* Customized eLeammg to include clients policies & procedures, security processes, research work
* Covering legal and industry frameworks

Instructor Lead Training

* A choice of 60 modules available off-the-shelf
* Customized curricular to include clients’ policies & procedures, security processes and
research work

Security Awareness Videos
« Creation, design and production of short effective customized security awarenessvideos
« Delivery of fully rendered files for inclusion in corporate presentations, eLearning, advertising

Lunch & Learn sessions
* Preparation of power point presentations and activities for fun, pro-active and effective
interactive sessions

Security Awarness strategies

* Define the key objectives & topics to be covered
« Establish a base line for training for all staff
« Establish department/line of business specific

training requirements i
* Agree on dqlssemlnanon options Security awareness posters

Security blogs

Security news letters

eation, content creation & ongoing War games simulations
ement and updating
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4. Use Strong Passwords

Use strong and different passwords for all
applications, e.g. email, remote access applications
such as VPN or cloud-based services such as
Logmeln.

By strong passwords, we mean a password that
contains a minimum of 8 characters, and contains a

mix of upper and lower case, and other special
characters.

Do not share passwords with anyone, and don't
write them down anywhere, even in your home
environment.

Start Planning Today!

Let’s make it a fun experience for staff!
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