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Integrated Risk Management Portal - IRM

A - Map Policies & Procedures and Controls to Regulations and Standards
'FVIGIDNE Facilitate Information Gathering
- Generate up-to-date, customizable, automated Reporting & Analysis
[!J Multi-Award Winning - Maintain security & compliance levels
® Used in 120+ countries - Implement security and adapt to‘the. ev,olvmg regulatory environment
- Upscale and adapt to your organization’s needs
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GLOBAL RISK LANDSCAPE

Strategic
Geopolitical

Financial
RISK AREA Operational
Contractual

Reputational
Brand Management
Quality
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Figure 13. Top threat Action varieties in
DBIR REVIEW e
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Incident vs breach Use of stolen creds (Hacking)

We talk a lot about incidents and .

breaches and we use the following Other

definitions:

Misdeli E
Incident: A security event that ey

compromises the integrity, : s
confidentiality or availability of an Misconfiguration (Error)
information asset.

Privilege abuse (Misuse)
Breach: An incident that results in
the confirmed disclosure —not just
potential exposure —of data to an
unauthorized party.

Password dumper (Malware)

Capture app data (Malware)

Figure 2. What tactics are utilized? (Actions)

) ) Exploit vuln (Hacking)
45% of breaches featured Macking
C2 (Malware)
Ertors wore causal ovents in 22% of breaches Backdoor (Malware)
22% included Social attacks Theft (Physx:a 1)
Ransomware (Malware)
17% involved Maiware
Pretexting (Social)
8% of breachas wers Misuss by authorized users
Downloader (Malware)
Physical actons were present n 4% of breaches Trojan (Malware)
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CRITICAL INFRASTRUSTURE

Cl Perspective :

electricity generation and distribution; .
telecommunication; -
water supply; . g
agriculture, food production and distribution;
heating (natural gas, fuel oil);

public health;

transportation systems (fuel supply, railway
network, airports);

financial services;

security services (police, military).

Infrastructure systems

» .
Basic concepts and assumptions EITTTE

Bulldingy, stores, factories, howpitaly, camputes

Citizens take critical infrastructure as a given
Businesses do not think pro-actively about their

dependence on critical infrastructure N

Would be terrorist are looking for ways to Pueniy sesets

exploit these gaps e
Appllances and consimer products
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How does Cyber Accountability resonate
with CEOs, CxOs, Boards?

THINK GLOBALLY,
ACT LOCALLY,
PANIC INTERNALLY
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DENIAL

BARGAINING

DEPRESSION

ACCEPTANCE

Cyber ? — It doesn't apply to me, ask my managers and
lines of business !

It isn’t fair — we’re trying to grow a business and create
jobs here. Back off with your cyber nonsense !

I’ll do some of it —it’ll be sort of compliance “ala
carte” just to fend off regulators and governing bodies.
That should do the job!

I’ll never get there —it’s not just laws & standards, but
also documentation, technical investment, ongoing
monitoring. | just can’t!

It’ll be okay! —it’s not rocket science, we’re doing a
good bit already and we can now bridge the gap and
stay ahead !




PHYSICAL PEOPLE INFRASTRUCTURE CRISIS
SECURITY SECURITY SECURITY SECURITY MANAGEMENT

Operations Manager,
Security Staff

Operation Manager, IT

HR, Security Staff HR, IT Team & Manager IT Team & Manager
Team, HR




C-LEVEL & BOARD MEMBERS EDUCATION

5 PILLARS OF SECURITY FRAMEWORK - ASSESSMENT

5 PILLARS OF SECURITY FRAMEWORK - SCORE

OPERATIONAL SECURITY, RISK & COMPLIANCE PROGRAM




How does the VigiTrust Global Advisory
Board link to LEAS?

VigiTrust New York Advisory Board — Hosted by FBI (2016)
VigiTrust Global Advisory Board 2016 & 2017 — FBI, Irish Guards
VigiTrust Global Advisory Board 2017 — L.E.A.D.E.R

Attendees and members from French Police, UK Police, Irish Guards, Garda
Computer Crime Bureau, NSA etc...

It is a priority for the Global Advisory Board to foster partnerships
between LEAs and CISOs & security/compliance professionals
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