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The primary goal of risk management is to reduce risk to an acceptable level.

But what is a risk?

Threats - any action or inactions that could cause damage, destruction, alteration, loss or disclosure of a 
company’s assets
Vulnerabilities - weaknesses in a company’s assets

A Risk is when a threat can exploit a vulnerability to cause harm to an asset

Risk Management is the process to identify, evaluate threats and vulnerabilities, and implement 
safeguards to protect assets. 

Threats VulnerabilitiesRisks



“If you are considering whether your organization has been impacted by recent [SolarWinds] attacks, 
you must take steps to assess your current risk both as a direct target but also a member of your 
broader ecosystem.”
- “The SolarWinds wake-up call: Why it’s time to tackle concentration risks” published by Deloitte December 2020: 
https://www2.deloitte.com/content/dam/Deloitte/global/Documents/Risk/gx-cyber-solar-winds-perspective-prepare.pdf

5

Risk 

Elements

Threats

Vulnerabilities

Exposure

Risk

Safeguards

Assets

result in
protect



3. CSIRT/CERT

IT systems

• Infrastructure

• Corporate systems

• Business applications

• Users endpoints

• Etc.

Security Operations

▪ Responsible for detection and 
daily security operations.

▪ E.g. 24/7 monitoring, triage, 
and alerting, vulnerability 
identification, etc.

Cyber Threat Intelligence

▪ Continuous monitoring on 
the Web of the brand, 
information disclosure, cyber 
threats and vulnerabilities.

▪ Notification of findings and 
actionable intelligence.

E.g. 

Salesforce

O365

1. 
SecOps

2. CTI

Web & cloud applications

Indexed Web 

Deep Web 

eCrime 

networks

Assets &
threats landscape

4. Crisis cell

Crisis Cell

Responsible for the timely 
management of incidents escalated to 
crisis: driving resolution, 
stakeholders, communication, etc.

Computer Security Incident ( 
Emergency) Response Team

▪ Responsible for cyber incidents 
management, with the main 
objective to avoid a crisis.

▪ Can perform additional activities 
like IR: hunting, red teaming, etc.

Information Security Risk Management, Monitoring & Responding

Risk Management and Assessment



What’s the Biggest Cybersecurity Question in the C-suite?

- “Beneath the surface of a cyberattack: Collision Avoidance” published by Deloitte August 2020: https://www2.deloitte.com/content/dam/Deloitte/us/Documents/risk/us-
beneath-the-surface.pdf


