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BACKGROUND



The Cyber Elephant in the Boardroom



Integrated Risk Management Portal - IRM

- Map Policies & Procedures and Controls to Regulations and Standards 
- Facilitate Information Gathering 
- Generate up-to-date, customizable, automated Reporting & Analysis 
- Maintain security & compliance levels 
- Implement security and adapt to the evolving regulatory environment 
- Upscale and adapt to your organization’s needs

Multi-Award Winning

Used in 120+ countries

ASESSMENTS eLEARNING DOCUMENTATION PROJECT
MANAGEMENT
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Global Risk Landscape
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DBIR Review



A few definitions & Key Concepts

• Accountability also applies to cyberspace and cyber infrastructure within your organization

• Clearly visible in many regs & standards: GDPR, PCI, NIST, ISO 27k, NIS etc…

• NIST: https://csrc.nist.gov/glossary/term/accountability
• A property that ensures that the actions of an entity may be traced uniquely to that entity

• Non-repudiation, traceability, intrusion detection and prevention, and after-action recovery and legal action

• Data Protection Authority (Belgium) –Accountability for Information Security 
https://www.dataprotectionauthority.be/glossary/accountability

• Accountability is the property that ensures that the actions of an entity can be traced solely to this entity

• Accountability guarantees that all operations carried out by individuals, systems or processes can be identified (identification) and that the trace to 
the author and the operation is kept (traceability)

Cyber Accountability – Key Concepts

https://csrc.nist.gov/glossary/term/accountability
https://www.dataprotectionauthority.be/glossary/accountability


Cyber Accountability  – PCI DSS Viewpoint
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Cyber Accountability – GDPR

Source:



How does Cyber Accountability resonate 
with CEOs, CxOs, Boards?



DENIAL

ANGER

BARGAINING

DEPRESSION

ACCEPTANCE

Cyber ? – It doesn't apply to me, ask my managers and 
lines of business !

It isn’t fair – we’re trying to grow a business and create 
jobs here. Back off with your cyber nonsense !

I’ll do some of it – it’ll be sort of compliance “a la 
carte” just to fend off regulators and governing bodies. 
That should do the job!

I’ll never get there – it’s not just laws & standards, but 
also documentation, technical investment, ongoing 
monitoring. I just can’t!

It’ll be okay! – it’s not rocket science, we’re doing a 
good bit already and we can now bridge the gap and 
stay ahead !
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C - L E V E L  &  B O A R D  M E M B E R S  E D U C AT I O N

5  P I L L A R S  O F  S E C U R I T Y  F R A M E W O R K  - A S S E S S M E N T

5  P I L L A R S  O F  S E C U R I T Y  F R A M E W O R K  - S C O R E

O P E R AT I O N A L  S E C U R I T Y,  R I S K  &  C O M P L I A N C E  P R O G R A M

Face to Face Workshop eLearning

StrategicSuper Strategic

Action Items Red Flags



How does the VigiTrust Global Advisory 
Board link to LEAs?

VigiTrust Global Advisory Board – French Police, NYPD, UK Police, Interpol (Nov 2020)
VigiTrust New York Advisory Board – Hosted by FBI (2016)
VigiTrust Global Advisory Board 2016 & 2017 – FBI, Irish Guards
VigiTrust Global Advisory Board 2017 – L.E.A.D.E.R

Attendees and members from French Police, UK Police, Irish Guards, Garda Computer 
Crime Bureau, NSA etc…

It is a priority for the Global Advisory Board to foster partnerships 
between LEAs and CISOs & security/compliance professionals
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