= VIGITRUST

Integrated Risk Management Saa$S Provider

VigiTrust Global Advisory Board
January 14t 2021

@ mathieu.gorge@vigitrust.com

@ https://ie.linkedin.com/in/mgorge

N



6 S VIGITRUST

Executive Council

Members

Advisory | Member
Board
Charter

LEARN TROM TOUR PEERS AND OVRER EXPERTS
Eutaage wee ad Mo with corcptes Wiy
cerraatibhe rae sed wiperasdie

VINSE T IAND AWD (NT 10T

S L T e

CAW WSISHTS O REGILATION
(ot dned O prsghd, o rgpditin. Y comssren and
Qe 190 skt the T 1) of papesed avd egesing
WOty regditon: w yer Rasey

LEPLORE YOUR 000005
Libw the cppartind) % e wow taw with Sghen
af and parven Sewehopay o el wwdenionding of hew

By hutve epd othery w comasble dullenges

Crpand yua own setwnt o e rended pregle wiy
rwpatable irgenidd tm wl) W pes L
ety D teal W gt ulerge

AU THO /

“NQ

GAME CHANGERS
AWARDS 2019

CEO ooy

GL{VBAL

AWARDS2019

VigiTrust - the Republic of Ireland

Best Information Security Compliance Management Platform 2020

THE

F()l'l)eSBQ.:\,l\S 27
PODCAST

MATHIEU GORGE

“Security is a journey
The Cyber Elephant in the Boardroom

Published by ForbesBooks
November 24th 2020

Available on Amazon, Nook and Apple




BACKGROUND

Key Speakers of the Advisory Board

= VIGITRUST

Members of the Advisory Board

i - AccorHotels Deloitte McElroy, Deutsch,
Mathisu Goege Macie Christine Vittet Pl Rodgers
VigiTrust Accar = 5 o
CHOIN St AdvG B Coniencs \:/:1:":::17\ Alabama District Edgesys Mulvaney & Carpenter
REmp SRt Attorneys Association Iceberg Projets Motherboard Group
- AML Factory ICT Skillnet New World Technalogy
Brian Punnington :;:;;:""F" ooy Patrick Agoplan = Mn lnterpol Partners
Coaifire : Groupe Credit Agricole = z
Froglonal Salé Diveor < ROW Z:::::;\:ré:uw ty i s ATHENA ISACA New York Metro Ogletree Deakins
- Avocado System JP Morgan Pervade Software
«  Bronzeye Learning Pool Queen's University Belfast
Chiistopher Maoks Karl Bomme Ceclle Martin Coalfire Lewis Silkin RiskGovern
Daeloitte Iceberg Projets Ogletree Deaking
DisoctorForense Fomdateur Managng Panner - Cohen Partners Lockdown Risk Riskskill
- Credit Agricole LogMeln Security Innovation

Bol Cardpor

New Workd Technalogy
Partnensy

Founding member

Rowan Fogarty
VigiTrust
coo

fan Pemiberton
Interpel

Criminal inteiligence
Officor, Finencial
Crimes Unit

Ed Adams Shuron Claffey naliouly Simon Auseal
Security Innovation Learning Pool Bronzeye
CEO & Presdent VP North America Managing Pattnet

Iwan Christophe Martan Perolin
French Minstry of Interior

PFhiip Milis

|
5
-°
O

Jotn Dandes

Innovation Value Institute

’
Franch National Polics senol Queen's Univarsity Bolfast Parvade Saftwies
lason afficer in New York City f] Head of Susness Develcpment . . s Dérectar




The Cyber Elephant in the Boardroom

GUEST CHAPTER CONTRIBUTORS

MATHIEU GORGE

James Grundvig
Author and Tech Journolist
Breaching the C-Sulte (CECx, CxOs and Boards)

Nina Shulepina
Banking Compliance Professiona!
Member Of The VigiTrust Globol Advisory Boord

Protecting Data as the New Curfenc

y

Cathy Smith

Founder, Wormen in Tech NJ & NY

The Intersection of Cybarsacurity and Business Digitization
Marco Antonio Soriano

Chief iInvestment Officer, Soniano Family Office
Handbook for C Level ang Board Membars

Bob Gardner
Pariner, Newy World Technology Portners
Managing the Cyber Rish Impact of Capital and Valuation

Nicolas Vigier
CxO Advisor - Cyberstrategy, Coolflite

Cyber Risk Impact on the

Board ‘
IN Ed Adams
IHE CEDQ, Security Innovation
Softwore atalyst for Today's Digital Business
Marie-Christine Vittet
VE Comphance, Accor
To Compiy with PCL DSS and keep Cardholder Data Secure

Ceclle Martin
Partner, Ogletree Deakins international LLP

CYBER-ACCOUNTARILITY WITH THE FIVE PILLARS OF SECURITY FRAMEWORK

Cybearsacurity Risk in Human Resources

ForbesB S Thibaud Lexerois
Attorney, Ogletree Deakins International LLP

saCUrity Risk In Human Resources

Alexander Abramov

Past Pregsigent (SACA New Yark Metropoiitain Chapls
E

N Makers



Integrated Risk Management Portal - IRM

A - Map Policies & Procedures and Controls to Regulations and Standards
';VIGIDNE Facilitate Information Gathering
- Generate up-to-date, customizable, automated Reporting & Analysis
[!J Multi-Award Winning - Maintain security & compliance levels
® Used in 120+ countries - Implement security and adapt to.the:' ev’olvmg regulatory environment
- Upscale and adapt to your organization’s needs
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[ ] Figure 13. Top threat Action varietiesin
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breaches and we use the following Other
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Misdeli E
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Privilege abuse (Misuse)
Breach: An incident that results in
the confirmed disclosure —not just
potential exposure —of data to an EAsSMCII O (Mctare)
unauthorized party.

Capture app data (Malware)
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Cyber Accountability — Key Concepts

A few definitions & Key Concepts

Accountability also applies to cyberspace and cyber infrastructure within your organization
Clearly visible in many regs & standards: GDPR, PCI, NIST, ISO 27k, NIS etc...

NIST: https://csrc.nist.gov/glossary/term/accountability
* A property that ensures that the actions of an entity may be traced uniquely to that entity

* Non-repudiation, traceability, intrusion detection and prevention, and after-action recovery and legal action

Data Protection Authority (Belgium) —Accountability for Information Security
https://www.dataprotectionauthority.be/glossary/accountability

* Accountability is the property that ensures that the actions of an entity can be traced solely to this entity

* Accountability guarantees that all operations carried out by individuals, systems or processes can be identified (identification) and that the trace to
the author and the operation is kept (traceability)



https://csrc.nist.gov/glossary/term/accountability
https://www.dataprotectionauthority.be/glossary/accountability

Cyber Accountability — PCl DSS Viewpoint

Table 1. Common PCI DSS Roles and Responsibilities

Roles and Teams Examples of PCI DSS Responsibilities

Executive Sponsors, Leader, e Authority to provide direction and budget.

Owner e Accountable for the risk and/or delivery of PCI DSS compliance.

Compliance Managers Manages ongoing compliance efforts and the completion of PCI DSS validation
documents such as Attestations of Compliance and Self-Assessment.

Information Security Team Responsible for the security controls applied across the business. This includes overall
accountability for:

e Information security

e Policy

e Acceptable-use guidelines
e Awareness

e Incident response

Business Unit Managers * Ensures business unit payment card controls are enforced.

Accountability
Compliance/Governance

e Assists in removing payment card information from processes.
e Helps make processes compliant.

Audit, Risk Management Team Guides risk assessment and governance responsibilities.

Information Technology Team The staff or outsourced third party providing and operating the organization's computer
network(s). IT Administrator/s are vital to identify due to their span of responsibility.

Third-Party Service Providers Outsourced processes, technology, staffing, or purchased PCI DSS solutions.

All Staff (Organization) Understanding of their responsibilities to protect cardholder data.

QSAs/ISAs Subject-matter experts in PCI DSS compliance.




Cyber Accountability — GDPR

Accountability obligation

Source:
Accountabllity is a common principle for organisations across many disciplines; the principle embodies that
organisations live up 1o expectations for instance in the delivery of their products and their behaviour towards e s _se
those they interact with. The General Data Protection Regulation (GDPR) integrates accountability as a principle él'\.‘ocsglirf?tlssiggfg?
which requires that organisations put in place appropriate technical and organisational measures and be able 10 Data Protection
demonstrate what they did and its effectiveness when requested. C Commission

Organisations, and not data protection authorities, must demonstrate that they are compliant with the law. Such
measures include

» Adequate documentation on what personal data is processed;
> How, to what purpose, and how long data will be processed for;

> Documented processes and procedures aiming at tackling data protection issues at an early state when
building information systems or responding to a data breach; and

> The presence of a Data Protection Officer (if required) who i1s integrated in the organisation planning and
operations etc.

Make an inventory of all personal data you held and examine it under the following headings:

> Why are you holding it?

v

How did you obtain it?

> Why was it originally gathered?

v

How long will you retain it?
> How secure is it, both in terms of encryption and accessibility?

> Do you ever share it with third parties and on what basis might you do so?

This is the first step towards compliance with the GDPR's accountability principle, which requires organisations to
demonstrate (and, in most cases, document) the ways in which they comply with data protection principles when
transacting business. The inventory will also enable organisations to amend incorrect data or track third-party
disclosures in the future, which is something that they may be required to do.

You should also reference our guidance on Data Protection Officers, Data Protection Impact Assessments and the
Risk-based Approach to processing activities to see whether any of the criteria laid down there are of relevance to
your processing activities




How does Cyber Accountability resonate
with CEOs, CxOs, Boards?

THINK GLOBALLY,
ACT LOCALLY,
PANIC INTERNALLY
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DENIAL

BARGAINING

DEPRESSION

ACCEPTANCE

Cyber ? — It doesn't apply to me, ask my managers and
lines of business !

It isn’t fair — we’re trying to grow a business and create
jobs here. Back off with your cyber nonsense !

I’ll do some of it —it’ll be sort of compliance “a la
carte” just to fend off regulators and governing bodies.
That should do the job!

I’ll never get there —it’s not just laws & standards, but
also documentation, technical investment, ongoing
monitoring. | just can’t!

It’ll be okay! —it’s not rocket science, we’re doing a
good bit already and we can now bridge the gap and
stay ahead !




PHYSICAL PEOPLE INFRASTRUCTURE CRISIS
SECURITY SECURITY SECURITY SECURITY MANAGEMENT

Operations Manager,
Security Staff

Operation Manager, IT

HR, Security Staff HR, IT Team & Manager IT Team & Manager
Team, HR




C-LEVEL & BOARD MEMBERS EDUCATION

5 PILLARS OF SECURITY FRAMEWORK - ASSESSMENT

5 PILLARS OF SECURITY FRAMEWORK - SCORE

OPERATIONAL SECURITY, RISK & COMPLIANCE PROGRAM




How does the VigiTrust Global Advisory
Board link to LEAS?

VigiTrust Global Advisory Board — French Police, NYPD, UK Police, Interpol (Nov 2020)
VigiTrust New York Advisory Board — Hosted by FBI (2016)

VigiTrust Global Advisory Board 2016 & 2017 — FBI, Irish Guards

VigiTrust Global Advisory Board 2017 — L.E.A.D.E.R

Attendees and members from French Police, UK Police, Irish Guards, Garda Computer
Crime Bureau, NSA etc...

It is a priority for the Global Advisory Board to foster partnerships
between LEAs and CISOs & security/compliance professionals

e
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