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Paysage Global des risques



DBIR Review



Predictions 
- More of the same, read my 2020 Predictions ☺
- Phishing attacks will keep rising
- More ransomware attacks
- More sophisticated CEO – C-Suite attacks
- Attacks will get personal

- Social Media 
- Personal Home Infrastructure

- Attacks on Critical Infrastructure
- Health Systems
- Banking
- Transportation systems

- Compliance audits will be more frequent
- More GDPR fines
- More CCPA type regs on the way in the US
- More GDPR type regs worldwide
- Brexit Issues related to Data Protection

- Other than that…nothing to worry about ☺





Les Entreprises Françaises sont aussi ciblées



How Risk Professionals talk about Risk



How do CEOs, CxOs, Boards talk about 
Cyber risk and cyber accoutability



Cyber Accountability  – PCI DSS Viewpoint
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Cyber Accountability – GDPR

Source:



DENIAL

ANGER

BARGAINING

DEPRESSION

ACCEPTANCE

Cyber ? – It doesn't apply to me, ask my managers and 
lines of business !

It isn’t fair – we’re trying to grow a business and create 
jobs here. Back off with your cyber nonsense !

I’ll do some of it – it’ll be sort of compliance “a la 
carte” just to fend off regulators and governing bodies. 
That should do the job!

I’ll never get there – it’s not just laws & standards, but 
also documentation, technical investment, ongoing 
monitoring. I just can’t!

It’ll be okay! – it’s not rocket science, we’re doing a 
good bit already and we can now bridge the gap and 
stay ahead !



- Access to building

- Physical Assets

- IT Hardware

- Vehicle Fleet

- Permanent & 
Contract Staff

- Partners

- 3rd Part Employees

- Visitors

- Special Events 
Security

- Trade Secrets

- Employee Data

- Database

- Customer Data

- Networks

- Remote Sites

- Remote Users

- Application Security

- Website

- Intranet

- Documentation & 
Work Procedures

- Emergency 
Response Plans

- Business Continuity 
Plans

- Disaster Recovery 
Plans

Operations Manager, 
Security Staff

HR, Security Staff HR, IT Team & Manager IT Team & Manager
Operation Manager, IT 

Team, HR

PHYSICAL
SECURITY

PEOPLE
SECURITY

INFRASTRUCTURE
SECURITY

CRISIS
MANAGEMENT

DATA
SECURITY



C - L E V E L  &  B O A R D  M E M B E R S  E D U C AT I O N

5  P I L L A R S  O F  S E C U R I T Y  F R A M E W O R K  - A S S E S S M E N T

5  P I L L A R S  O F  S E C U R I T Y  F R A M E W O R K  - S C O R E

O P E R AT I O N A L  S E C U R I T Y,  R I S K  &  C O M P L I A N C E  P R O G R A M

Face to Face Workshop eLearning

StrategicSuper Strategic

Action Items Red Flags
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