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Exchange views and ideas with executives with
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1 LEARN FROM YOUR PEERS AND OTHER EXPERTS

UNDERSTAND AND INFLUENCE THE MARKET G&h&%gg@ggsRS AWA R D820 19 Published by ForbesBooks
s i o 2 November 24th 2020

GAIN INSIGHTS ON REGULATION
Gain and share insights on regulation. Share concemns and
questions about the impacts of proposed and impending

security requlations on your Business.

INTERFACE WITH PEOPLE WITH THE SAME CHALLENGES m
Interface with like-minded people who recognize the vast
potential of new security technology for business whilst
apprediating risks and challenges.

Available on Amazon, Nook and Apple
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staff and partners developing a real understanding of how
they have helped others with comparable challenges.

FORMULATE A SECURITY AWARENESS PROGRAM
Formulate an action plan for developing security &
compliance skills and awareness throughout your organi-

sation from Board Room to shop floor.
EXPAND YOUR PEER NETWORK

Expand your own network of like minded people with VigiTrust = the RepUinC Of Ireland

7 comparable responsabilities with whom you can
collaborate to deal with unforseen challenges. . . L
Best Information Security Compliance Management Platform 2020

* ¥
* x
x x
x *
¥ *
5 *

& Risk Management *
cad A



Integrated Risk Management Portal - IRM

A - Map Policies & Procedures and Controls to Regulations and Standards
';VIGIDNE Facilitate Information Gathering
- Generate up-to-date, customizable, automated Reporting & Analysis
® Multi-Award Winning - Maintain security & compliance levels
® Used in 120+ countries - Implement security and adapt to.the:' ev’olvmg regulatory environment
- Upscale and adapt to your organization’s needs
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The irony of it all...PCl DSS

PCI DSS v3.2.1 (2018)

“Risk” is found 208 times
“Risk assessment” is found 10
times

Not performing risk
assessments on the CDE,
vendors or payment apps is a
non-conformity

. Security L
Standards Council

Maintain an Information Security Policy

Requirement 12: Maintain a policy that addresses information security for all personnel.

A strong security policy sets the security tone for the whole entity and informs personnel what is expected of them. All personnel should be aware
of the sensitivity of data and their responsibilities for protecting it. For the purposes of Requirement 12, “personnel” refers to full-time and part-time
employees, temporary employees, contractors and consultants who are “resident” on the entity’s site or otherwise have access to the cardholder

data environment.

PCI DSS Requirements

Testing Procedures

Guidance

12.1 Establish, publish, maintain, and
disseminate a security policy.

12.1 Examine the information security policy and verify that
the policy is published and disseminated to all relevant
personnel (including vendors and business partners).

A company's information security policy creates
the roadmap forimplementing security measures
to protectits mostvaluable assets. All personnel
should be aware ofthe sensitivity of data and their
responsibilities for protecting it.

12.1.1 Review the security policy atleast
annually and update the policy when the
environmentchanges.

12.1.1 Verify that the information security policyis
reviewed at least annually and updated as needed to
reflect changes to business objectives ortherisk
environment.

Security threats and protection methods evolve
rapidly. Withoutupdating the security policyto
reflect relevant changes, new protection measures
to fightagainstthesethreats are notaddressed.

12.2 Implement a risk-assessment process
that:

* Is performed at least annually and upon
significantchanges to the environment
(for example, acquisition, merger,
relocation, etc.),

+ |dentifies critical assets, threats, and
vulnerabilities, and

* Results in a formal, documented analysis
of risk.

Examples of risk-assessment methodologies

include but are not limited to OCTAVE, I1SO
27005 and NIST SP 800-30.

12.2.a Verify that an annual risk-assessmentprocess is
documented that:

+ |dentifies critical assets, threats, and vulnerabilities
* Results in a formal, documented analysis of risk

12.2.b Review risk-assessmentdocumentationto verify
that the risk-assessment process is performed atleast
annually and upon significantchanges to the environment.

A fiskiassessment enables an organizationto
identify threats and associated vulnerabilities with
the potential to negatively impacttheir business.
Examples ofdifferentrisk considerations include
cybercrime, web attacks, and POS malware.
Resources can then be effectively allocated to
implementcontrols that reduce the likelihood
and/or the potential impact ofthe threat being
realized.

Performing risk assessments atleast annually and
upon significantchanges allows the organization
to keep up to date with organizational changes
and evolvingthreats, trends, and technologies.




The irony of it all...ISO 27001

ANNEX A.18:1 COMPLIANCE WITH LEGAL AND CONTRACTUAL REQUIREMENTS.

This control has the main objective to oblige the legal and regulatory requirements as per the business needs. A
combined group of procedural, information, personnel, information communications technology, and physical
security measures identifies the information assets against a range of security threats. Any organization looking
to achieve ISO 27001:2013 Certification must get familiarize themselves with the statutory and regulatory

legislation.

ANNEX. A:18.1.1 IDENTIFICATION OF APPLICABLE LEGISLATION & CONTRACTUAL REQUIREMENTS

To avoid breaches of legal, statutory, regulatory, or contractual obligations related to information security and

of any security requirements.

ANNEX. A:18.1.4 PRIVACY & PROTECTION OF PERSONALLY IDENTIFIABLE INFORMATION

Privacy and protection of personally identifiable information should be ensured as required in relevant

legislation and regulation where applicable.




Cyber Accountability — PCl DSS Viewpoint

Table 1. Common PCI DSS Roles and Responsibilities

Roles and Teams Examples of PCI DSS Responsibilities

Executive Sponsors, Leader, e Authority to provide direction and budget.

Owner e Accountable for the risk and/or delivery of PCI DSS compliance.

Compliance Managers Manages ongoing compliance efforts and the completion of PCI DSS validation
documents such as Attestations of Compliance and Self-Assessment.

Information Security Team Responsible for the security controls applied across the business. This includes overall
accountability for:

e Information security

* Policy

* Acceptable-use guidelines
e Awareness

¢ Incident response

Business Unit Managers e Ensures business unit payment card controls are enforced.

Accountability
Compliance/Governance

e Assists in removing payment card information from processes.
¢ Helps make processes compliant.

Audit, Risk Management Team Guides risk assessment and governance responsibilities.

Information Technology Team The staff or outsourced third party providing and operating the organization’'s computer
network(s). IT Administrator/s are vital to identify due to their span of responsibility.

Third-Party Service Providers QOutsourced processes, technology, staffing, or purchased PCI DSS solutions.

All Staff (Organization) Understanding of their responsibilities to protect cardholder data.

QSAs/ISAs Subject-matter experts in PCI DSS compliance.




Cyber Accountability — GDPR

Accountability obligation

Accountability is a common principle for organisations across many disciplines; the principle embodies that
organisations live up to expectations for instance in the delivery of their products and their behaviour towards

those they interact with. The General Data Protection Regulation (GDPR) integrates accountability as a principle
which requires that organisations put in place appropriate technical and organisational measures and be able to
demonstrate what they did and its effectiveness when requested.

Organisations, and not data protection authorities, must demonstrate that they are compliant with the law. Such
measures include:

> Adequate documentation on what personal data is processed;
> How, to what purpose, and how long data will be processed for;

> Documented processes and procedures aiming at tackling data protection issues at an early state when
building information systems or responding to a data breach; and

> The presence of a Data Protection Officer (if required) who is integrated in the organisation planning and
operations etc.

Make an inventory of all personal data you hold and examine it under the following headings:

v

Why are you holding it?
How did you abtain it?

Why was it originally gathered?

~

How long will you retain it?
> How secure is it, both in terms of encryption and accessibility?

> Do you ever share it with third parties and on what basis might you do so?

This is the first step towards compliance with the GDPR's accountability principle, which requires organisations to
demonstrate (and, in most cases, document) the ways in which they comply with data protection principles when
transacting business. The inventory will also enable organisations ta amend incorrect data or track third-party
disclosures in the future, which is something that they may be required to do.

You should also reference our guidance on Data Protection Officers, Data Protection Impact Assessments and the
Risk-based Approach to processing activities to see whether any of the criteria laid down there are of relevance to
your processing activities.

Source:

An Coimisiiin um
Chosaint Sonrai
Data Protection
Commission



Predictions

- More of the same, read my 2020 Predictions ©
- Phishing attacks will keep rising
- More ransomware attacks
- More sophisticated CEO — C-Suite attacks
- Attacks will get personal

- Social Media

- Personal Home Infrastructure
- Attacks on Critical Infrastructure

- Health Systems

- Banking

- Transportation systems
- Compliance audits will be more frequent
- More GDPR fines
- More CCPA type regs on the way in the US
- More GDPR type regs worldwide
- Brexit Issues related to Data Protection

- Other than that...nothing to worry about ©

® Journal of Cyber Policy
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Raw Risk
Likelihood by Impact measures
the risk before any risk treatment
and takes no account of the
difficulty of detecting certain
types of incident

ow Risk Professionals talk about Ris

Set up IT & Information

Asset Register
(Add Asset Types, Sub Types,
Groups, Sub Groups, Locations,
Vendors & Maintenance Providers

Likelihood and Impact

(Assign a level of likelihood of the

threat occurring and the expected
impact should they do so)

Add Assets
(Add IT and Information Assets
individually or collectively by
uploading csv template)
Primary Concerns &
Risks

(Assign whether the threats and
vulnerabilities are a risk to the
Confidentiality, Integrity and/or
Availability of the assets)

Create Scope
(Create scope by selecting assets
or adding more)

Assign Threats &

Vulnerabilities to Assets
(Threats could be linked to asset
types, however many assets are
going to be subject to multiple
threat types)

Save Scope
(Save Scope)

Open Scope in Risk

Register
(Save Scope}




How do CEOs, CxOs, Boards talk about
Cyber risk and cyber accoutability

THINK GLOBALLY,
ACT LOCALLY,
PANIC INTERNALLY
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DENIAL

BARGAINING

DEPRESSION

ACCEPTANCE

Cyber ? — It doesn't apply to me, ask my managers and
lines of business !

It isn’t fair — we’re trying to grow a business and create
jobs here. Back off with your cyber nonsense !

I’ll do some of it —it’ll be sort of compliance “a la
carte” just to fend off regulators and governing bodies.
That should do the job!

I’ll never get there —it’s not just laws & standards, but
also documentation, technical investment, ongoing
monitoring. | just can’t!

It’ll be okay! —it’s not rocket science, we’re doing a
good bit already and we can now bridge the gap and
stay ahead !




Data Security Technology as a Business Enabler

You can’t protect what you’re not aware of!
So what data do you have, where is it, how do you protect it?

* Asset Discovery and Asset Management Data Encryption

Tools * |n Transit
* Data Discovery Tool  Atrest
* Generic date discovery tools * |nUse

* Pll specific tool
* Personal ID info
* Banking info
e Credit Card Holder Data
* PHI - Personal Health
Information
* Data Classification Tools
* Data Mapping
e Data Masking
* Tokenization
* Functional Separation

Data Back-up
Data Recovery
Data Erasure Technology




PHYSICAL PEOPLE INFRASTRUCTURE CRISIS
SECURITY SECURITY SECURITY SECURITY MANAGEMENT

Operations Manager,
Security Staff

Operation Manager, IT

HR, Security Staff HR, IT Team & Manager IT Team & Manager
Team, HR




C-LEVEL & BOARD MEMBERS EDUCATION

5 PILLARS OF SECURITY FRAMEWORK - ASSESSMENT

5 PILLARS OF SECURITY FRAMEWORK - SCORE

OPERATIONAL SECURITY, RISK & COMPLIANCE PROGRAM




MATHIEU GORGE

ELEPHANT .
BOARDROOM

CYBER-ACCOUNTABILITY WITH THE FIVE PILLARS OF SECURITY FRAMEWORK
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