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About Us

Focused on the messaging, Web and collaboration
industries.

Practice areas include archiving, security,
encryption, content management, etc.

Strong emphasis on primary research conducted
with decision makers and influencers.

Founded in 2001.

Based near Bellevue, Washington
and Christchurch, New Zealand.
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What is “Data Protection™?

* The entire range of offensive and defensive activities focused on ensuring that data is used by the right
person for the right task at the right time — and nothing else.

« Data needs to be protected from a variety of threats:
« Cybersecurity threats, such as phishing, ransomware, account takeovers and zero-day malware
* Inadvertent loss of data
* Malicious activities
» Non-compliance with privacy and other regulatory obligations
* Cloud misconfigurations
 Supply chain vulnerabilities
« Lack of encryption for data in-transit, at-rest and in-use
 Qverprivileged identities
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Types of Data That Have Been Breached

Nearly two-thirds of organizations
report that they have suffered some
form of data breach during the
previous 12 months.

And that number may be low.
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Employees’ personal data

24%

Corporate intellectual property

17%

Customers’ or others’ personal data

16%

Other sensitive or confidential information

14%

We have suffered a breach, but cannot disclose
the details

9%

We may have had a breach, but not currently
aware of it 25%

We believe we have not suffered a breach
during the past 12 months

36%



Maturity of Approaches to Data Protection

33%

26%o

Only one in six organizations

considers their organization and
technical approaches to data 16%
protection to be “very mature”.

17%

8%

0% 0% .

1 2 3 4 5 6 7
Not mature Very mature
atall
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The Gap Between What is Used and Preferred

. . L . 84%
Anti-virus/anti-malware solution installed on endpoints
60%

34%
Cloud-based DLP
51%

32%

Transparent file encryption on the endpoint
51%

. . . Data encryption integrated witt_l native cloud services (ingestion, ﬂ
Many organizations are not using the analytics, etc.) 42%
tools they think they should be using Cloud-baced EDR colution “ o
to address their data protection 42%
I'eq U i re me ntS . Field-level format-preserving encryption for structured data 310

— . 17%
Cloud Application Security Broker

13%

Cloud-agnostic encryption for structured data (personal data,
etc.)

b
2
s

i

A security broker that can be applied across SaaS and other cloud 10%
services as well as to commercial and self-developed applications
in internal networks

35%

]

m Used Today = Preference
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Regulations are Key

« GDPR

» California Consumer Privacy Act/
California Privacy Rights Act

« HIPAA

« Financial services regulations
« PCI-DSS

« QOther regulations
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Data Protection in the Cloud

« Many hold the belief that cloud providers are responsible for protection of their customers’ data.

* Instead, the Shared Responsibility Model delegates some data protection responsibilities to cloud providers,
but some remains with the customer.

 For example, things like backup, archiving, and recovering from deletion of data remain the responsibility of
the customer, not the cloud provider.
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Is Your Data Properly Protected?

* Are there any unapproved applications or data stores being used in your organization, such as personal
Dropbox accounts?

* Does your legal and/or compliance function have access to all corporate data, or is some stored in employee-
managed venues?

 Can employees plug a USB drive into their computers to upload or download files?

* Is the cybersecurity protection for employees’ home infrastructure equal to that of your in-office infrastructure?
« Are cloud configurations audited on a regular basis?

« Can you guarantee that there are no misconfigured cloud instances?

* Are departed employees’ accounts deactivated immediately upon their departure?

 Are employees prevented from sending corporate data to their personal email accounts or a competitor’s
email account?
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s Your Data Properly Protected? (contd.)

 Can an employee delete thousands of files unnoticed?

* |s anomalous behavior, such as employees logging in at odd times or from new locations, at least monitored if
not challenged?

« Are any employees overprivileged in their access?

* |s the proper level of authentication provided based on the sensitivity of data being accessed?
* |s the security of your supply chain members audited on a regular basis?

* Are patches applied on a timely and regular basis?

* |s your corporate culture such that a CEQ’s request to a lower level employee can be successfully
challenged?

* |s there technology deployed that will prevent inadvertent sending of email to the wrong party?
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Summary

Data is the lifeblood of most organizations and so
is essential to protect.

Compromises to data protection involve a wide
range of threats, such as ransomware, accidental
data loss, rogue employees, hacking, account
takeovers, common mistakes, etc.

Good data protection involves addressing all of the
possible venues of data loss or compromise on a
technical, procedural and cultural level.
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