Background

* Regional Information Security Officer, Europe — Elavon / U.S. Bank
« 31 years working in IT / Information Security

13 years professional services

« 18 years ISO / CISO / similar roles

« www.linkedin.com/in/paul-collins-45b254



IBM PC Security (1990)




European Scope

Norway (Branch)

Host Regulator: Financial Supervisory
Authority of Norway

United Kingdom (Branch)

Host Regulator: Prudential Regulation
Authority & Financial Conduct Authority

Ireland (Head Office)

Home Regulator: Central Bank of Ireland

Spain (Branch & JV)
Host Regulator: Bank of Spain

Germany (Branch)

Host Regulator: Federal Financial
Supervisory Authority

Poland (Branch)

Host Regulator: Polish Financial Supervision
Authority

Belgium (Branch)

Host Regulator: Financial Services and
Markets Authority



Compliance Landscape

* PCI DSS

* GDPR

* NIST

« SOC2

« [ISO 27001

etc..



Security Compliance vs Security Reality (XKCD)

A CRYPTO NERD'S WHAT WoULD
| MAGINATION ACTUALLY HAPPEN:

HIS LAFTOPS ENCRYPTED. H'S LAPTOP'S ENCRYPTED.
LETS BUILD A MILLION-DOLLAR, DRUG HIM AND HIT HIM WITH
ELUHER To CRACK \T- THIS $5 WRENCH UNTIL
UoG6 *E'lT R?JH" GOT T,
E‘u”L F‘LHN
1S FOILED! ™~ ‘#ij




