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14 years

88 countries

83 contributors

79,635 total incidents

29,207 quality incidents

5,258 data breaches

https://www.verizon.com/business/resources/reports/dbir/
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Actors and motives - === -

Breaches continued to be
mostly due to external,
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Figure 14. Threat actor over time in breaches
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Figure 15. Top threat actor motive over time in breaches
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Patterns [
Incident Classification Patterns

2014-2020 DBIR 2021 DBIR »

« Crimeware « [retired]

« Cyber-Espionage « [retired]

« Denial of Service « Denial of Service

« Lost and Stolen Assets « Lost and Stolen Assets

* Miscellaneous Errors * Miscellaneous Errors

 Privilege Misuse » Privilege Misuse

« Payment Card Skimmers « [retired]

« Point of Sale Intrusion « [retired]

« Web Applications « Basic Web Application Attacks [updated!]

« System Intrusion [new!]
« Social Engineering [new!]
« Everything Else « Everything Else
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Breach and Incident patterns

The new patterns explain

99.3% of analyzed breaches

and 99.6% of analyzed
incidents this year.
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Figure 5.Patterns in breaches (n=5,275)

Figure 6. Patterns inincidents (n=29 206)
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Patterns |
Breach and Incident patterns over time

These new patterns also - My
explain 95.8% of quality =~ g
breaches and 99.7% of g
quality incidents over all o
time. ‘
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Figure 46. Patterns over timein breaches
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Verizon confidential and proprietary. Unauthorized disclosure, reproduction or other use prohibited. 7



PriVi Iege Each colored line segment (a “step”)

represents a VERIS threat action taken by
the threat actor along with the associated

M isuse attribute that was compromised.
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Figure 68. Privilege Misuse incident paths (n=51)
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Patterns | —
Privilege Misuse

Privilege abuse was the most common action type for
this pattern, with the majority of actors being Financially

motivated. The most common data type stolen was
Personal information, and somewhat surprisingly, the
rise in remote workers did not appear to have a
noticeable effect on Misuse.
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Frequency « 222 breaches (265 incidents)
Threat « Internal (99%), Multiple (9%)
Actors « External (8%), Partner (2%)
Actor » Financial (64%)
Motives *  Fun (17%)

*  Grudge (14%), Espionage (9%)

« Convenience (3%), Ideology (1%)
Data » Personal (64%)

Compromised -

Medical (27%)
Internal (19%)

Figure 69. Top Misuse varieties in Privilege
Misuse breaches (n=175)

Privilege Misuse
continues to decrease
as a percentage of
breaches, thus
underscoring the lower
incidence of malicious
insider threats
compared to the top
patterns.
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Figure 70. Top Data varieties in Privilege
Misuse breaches (n=176)
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Miscellaneous
Errors
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Figure 61. Miscellaneous Errors incident paths (n=126)

Verizon confidential and proprietary. Unauthorized disclosure, reproduction or other use prohibited.



b
Miscellaneous Errors

Errors are unintentional actions, typically taken by an
Internal actor, but Partner actor errors also occur.
Misconfiguration of database assets being found by
Security researchers is a growing problem. Employees
sending data to the wrong recipients also continues to

be a significant issue. Qtynpersoi:k - o - o
Frequency * 896 breaches (919 incidents) 0% 20% 4% 60%  B0%  100% 0%  20%  40%  60%  BO0%  100% _
Threat . Internal (99%) Misconfiguration Database (Server) Medical
Actors +  Partner (1%) _ - P [

+  Multiple (1%) Misdelivery Mail (Server) Credentials
Data +  Personal (79%) - - ‘ ‘ -
Compromised -+ Medical (17%) Publishing error Documents Media) Bank

«  Other (13%) i i
+  Bank (13%) - ; ; -

+ Credentials (13%)

Loss Web application (Server) Other

Programming error Other Internal

Other File (Server} Payment
0% 20%  40%  60%  80%  100% 0% 20%  40%  60%  B0%  100% 0% 20%  40%  60%  80%  100%
Figure 62. Top Error varietiesin Figure 64. Top Asset varietiesin Figure 65. Top Data varietiesin
Miscellaneous Errors breaches (n=609) Miscellaneous Errors breaches (n=635) Miscellaneous Errors breaches (n=839)
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Social
Engineering

Figure 73. Social Engineering incident paths (n=103)
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Social Engineering

Phishing is responsible for the vast majority of breaches
in this pattern, with cloud-based email servers being a
target of choice. BECs were the second most common

form of Social Engineering. Additionally, Social
Engineering attacks often result in the loss of

Credentials. This pattern saw those stolen credentials

used in both Hacking and Malware attacks.
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Frequency » 1,767 breaches (3,841 incidents)
Threat « External (100%)
Actors
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Motives - Espionage (6%)
Data » Credentials (85%)
Compromised - Personal (17%)
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Medical (4%)
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Figure 74. Top Social varieties in Social
Engineering incidents (n=3,810)
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Figure 80. Top External discovery method
varieties in Social Engineering incidents
(n=234)
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Basic Web
Application Attacks

Availability
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Figure 87. Basic Web Application Attacks incident paths (n=130)

Verizon confidential and proprietary. Unauthorized disclosure, reproduction or other use prohibited.

14



Patterns [
Basic Web Application Attacks

Basic Web Application Attacks are those with a small
number of steps or additional actions after the initial
Web application compromise. They are very focused on
direct objectives, which range from getting access to
email and web application data to repurposing the web
app for malware distribution, defacement or future DDoS
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attacks. Use of stolen creds Repurpose

Frequency » 1,384 breaches (4,862 incidents) _ _
Brute force Defacement

Threat « External (100%) :

Actors « Internal (1%), Multiple (1%) l _

Actor «  Financial (89%) Exploitvuin Software installation

Motives + Espionage (7%)

e B .

Use of backdoor or C2 Other

Data » Credentials (80%) . : }

Compromised - Personal (53%) g

Other (25%), Internal (12%) Other Alter behavior

Exploit misconfig Madify configuration

. t
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Figure 92. Top Hacking varieties in Basic Figure 93. Top Integrity varieties in Basic
Web Application Attacks incidents (n=947) Web Application Attacks breaches
(n=3,653)

Verizon confidential and proprietary. Unauthorized disclosure, reproduction or other use prohibited. 15



System
Intrusion
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Figure 82. System Intrusion incident paths (n=251)
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Patterns |
System Intrusion

This new pattern consists of more complex attacks,

typically involving numerous steps. Most attacks involve

Malware (70%), usually of the Ransomware variety, but

also of the Magecart attack type used to target payment

card data in web apps. Hacking (40%) also appears in 0%  20%  40%  60%  80%  100%
many attacks and most often involves Use of stolen Malware

credentials or Brute force attacks. _

Frequency « 966 breaches (3,710 incidents) Hacking
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Actors - Internal (8%), Multiple (1%) Sodhl
Actor » Financial (95%) * : : : : ]
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Data +  Personal (48%) k :
Compromised - Other (35%) Physical 8% !
» Credentials (33%) | ;
+ Payment (24%) f .
) Error } o
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Figure 83. Actions in System Intrusion Figure 84. Ransomware in breaches over time
breaches (n=866)
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| controts [
CIS Controls®

1 Inventory and Control
of Hardware Assets
2 Inventory and Control
of Software Assets
3 Data Protection
4 Secure Configuration
of Enterprise Assets
and Software
5 Account Management
6 Access Control
Management
7 Continuous Vulnerability
Management
8 Audit Log Management
9 Email and Web Browser

Protections

10 Malware Defense

1 Data Recovery

12 Network Infrastructure
Management

13 Network Monitoring
and Defense

14 Security Awareness
and Skills Training

15 Service Provider
Management

16 Application Software
Security

17 Incident Response
Management

18 Penetration Testing

Source: https://www.cisecurity.org/controls/
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Figure 140. CIS to pattern mapping
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2021 DBIRresources

DBIR
2021Data Breach Investigations Report
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1 Download the report
Learn to protect your
organization from
QhB_!,R* cyberthreats
View the report online
L Downioadthe DBIR
s #] Download the executive summary

https://www.verizon.com/business/resources/reports/dbir/
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cybersecurity?
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