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Introduction
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▪ Today’s young people are tomorrow’s workforce …  

▪… where we already have problems with lack of cyber security 
awareness / literacy

▪we have a chance to shape attitudes and minds at an earlier 
stage

▪Young people are ready adopters of risky technologies 

▪Can increase the challenge for future employers 

▪ have they learnt ‘bad behaviours’ already?

▪ do they understand and respect data privacy once they become 
employees?
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A snapshot of cyber problems in organisations
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(EY GISS, 2013-17)



And an example of why they may face them …
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2021 definition changed 

to refer to having a policy

and conducting staff training

(CSBS, 2016-21)



“Daaaaaaaaad!

I want a phone!
All my friends have one”
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Kid’s tech?
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Today’s kid’s tech! (Generation X…box ☺)
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Teenage users tend to be ready consumers of new apps

App happy keen teens

21 October 2021 Prof. Steven Furnell, School of Computer Science

and also readily jump between them
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Not so ‘appy
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▪Merseyside Police have 
highlighted 15 apps widely used 
amongst young people that may 
also be used to exploit or abuse 
them
▪ messaging, dating and social 

networking

▪ several are intended for adults but 
teens can falsify their age

www.wirralsafeguarding.co.uk/ne
ws/15-apps-parents-should-know-

about/
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Parental control
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Parental control
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Control isn’t enough
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▪At some point, young people become 
adults ☺

▪where and at what point can they 
learn to operate independently on 
their devices and online?

▪ It’s not just a safeguarding issue

▪ it’s about giving people cyber security 
literacy to sit alongside other 
transferrable skills
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Cyber security – how it’s perceived
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Jones et al. (2019)

Furnell and Collins (2021)
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▪Weak passwords

▪Patchy patching 

▪Lack of backups

▪Over-sharing our personal data

▪Falling for social engineering scams

▪ Insufficient malware protection

Cyber security behaviour – where the adults (still) fail

21 October 2021 Prof. Steven Furnell, School of Computer Science



14

Where can we get guidance?
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www.ncsc.gov.uk/cyberaware

www.getsafeonline.org
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Getting the message across early

21 October 2021 Prof. Steven Furnell, School of Computer Science

http://anyflip.com/mmvfl/dsdc/basic
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More and more resources
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www.kaspersky.co.uk/blo

g/tips-for-kids-all-

episodes/6175/

uk.norton.com/internetsecurity-kids-

safety-middle-school-kit-a-broader-

world-of-cybersecurity-protection.html

https://www.ncsc.gov.uk/inform

ation/cybersprinters-game-and-

activities
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▪As we move forward, baseline cybersecurity literacy will 
only become more important

▪We need to ensure clarity of the message and effective 
routes to communicate it

▪Providers of devices and services have a part to play in 
this, but equally it’s not just their problem

▪Security practice doesn’t seem to be advancing as fast 
as the things that need securing

Conclusions
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Concluding thoughts

21 October 2021 Prof. Steven Furnell, School of Computer Science

▪ The challenge isn’t a lack of information or 
resources

▪ it’s getting people into contact with them

▪Some relevant questions

▪ is cyber security covered in schools?

▪what gets covered – is it just e-safety? 
issues or is cyber security covered too?

▪ is it reinforced and embedded or ticked as 
done?
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Further reading
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“Cyber security: what are 
we talking about?”

S.Furnell and E.Collins

Computer Fraud & Security

July 2021, pp6-11
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