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ﬂf Introduction

e

= Today’s young people are tomorrow’s workforce ...

= ... where we already have problems with lack of cyber security
awareness / literacy

= we have a chance to shape attitudes and minds at an earlier
stage
= Young people are ready adopters of risky technologies

= Can increase the challenge for future employers
= have they learnt ‘bad behaviours’ already?

= do they understand and respect data privacy once they become
employees?
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A snapshot of cyber problems in organisations
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B Careless or unaware employees
B Outdated information security controls or architecture
Unauthorized access

(EY GISS, 2013-17)



And an example of why they may face them
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!.‘: App happy keen teens

Teenage users tend to be ready consumers of new apps

aYaYa
Q)

and also readily jump between them
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Not so ‘appy

FIFTEEN APPS

PARENTS SHOULD KNOW ABOUT

MEETME

MEETME IS A DATING
SOCIAL MEDIA APP THAT
ALLOWS USERS TO
CONNECT WITH PEOPLE
BASED ON GEOGRAPHIC
PROXIMITY. AS THE
APP'S NAME SUGGESTS,
USERS ARE
ENCOURAGED TO MEET
EACH OTHER IN PERSON.

WHATSAPP

BUMBLE

WHATSAPP IS A
POPULAR MESSAGING
APP THAT ALLOWS
USERS TO SEND TEXTS,
PHOTOS. MAKE CALLS
AND VIDEO CHATS
WORLDWIDE. WHATSAPP
USES AN INTERNET
CONNECTION ON SMART
PHONES AND
COMPUTERS.

BUMBLE IS SIMILAR TO
THE POPULAR DATING
APP 'TINDER' HOWEVER.
IT REQUIRES WOMEN TO
MAKE THE FIRST
CONTACT. KIDS HAVE
BEEN KNOWN TO USE
BUMBLE TO CREATE
FAKE ACCOUNTS AND
FALSIFY THEIR AGE.

LIVEME IS A
LIVE-STREAMING VIDEO
APP THAT USES
GEOLOCATION TO SHARE
VIDEOS SO USERS CAN
FIND OUT A
BROADCASTER'S EXACT
LOCATION. USERS CAN
EARN 'COINS' AS A WAY
TO 'PAY' MINORS FOR
PHOTOS.

ASK.FM IS KNOWN FOR
CYBER BULLYING. THE
APP ENCOURAGES
USERS TO ALLOW
ANONYMOUS PEOPLE TO
ASK THEM QUESTIONS.
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GRINDR

GRINDR IS A DATING APP
GEARED TOWARDS GAY.
Bl AND TRANSGENDER
PEOPLE. THE APP GIVES
USERS OPTIONS TO
CHAT, SHARE PHOTOS
AND MEET UP BASED ON
A SMART PHONE'S GPS
LOCATION.

TIKTOK IS A NEW MOBILE
DEVICE APP POPULAR
WITH KIDS USED FOR
CREATING AND SHARING
SHORT VIDEOS. WITH
VERY LIMITED PRIVACY
CONTROLS, USERS ARE
VULNERABLE TO
BULLYING AND EXPLICIT
CONTENT.

SNAPCHAT IS ONE OF
THE MOST POPULAR
APPS IN RECENT YEARS.
WHILE THE APP
PROMISES USERS CAN
TAKE A PHOTONVIDEO
AND IT WILL DISAPPEAR,
NEW FEATURES
INCLUDING 'STORIES'
ALLOW USERS TO VIEW
CONTENT FOR UP TO 24

HOLLA IS A
SELF-PROCLAIMED
'ADDICTING' VIDEO CHAT
APP THAT ALLOWS
USERS TO MEET PEOPLE
ALL OVER THE WORLD IN
JUST SECONDS.
REVIEWERS SAY THEY
HAVE BEEN
CONFRONTED WITH
RACIAL SLURS, EXPLICIT
CONTENT AND MORE.

CALCULATOR%
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CALCULATOR% IS ONLY
ONE OF SEVERAL
SECRET APPS USED TO
HIDE PHOTOS, VIDEOS,
FILES AND BROWSER
HISTORY.

BADOO

SKOUTIS A
LOCATION-BASED
DATING APP AND
WEBSITE. WHILE USERS
UNDER 17-YEARS-OLD
ARE UNABLE TO SHARE
PRIVATE PHOTOS, KIDS
CAN EASILY CREATE AN
ACCOUNT USING A
DIFFERENT AGE.

BADOO IS A DATING AND
SOCIAL NETWORKING
APP WHERE USERS CAN
CHAT, SHARE PHOTOS
AND VIDEOS AND
CONNECT BASED ON
LOCATION. WHILE THE
APP IS INTENDED FOR
ADULTS ONLY, TEENS
ARE KNOWN TO CREATE
PROFILES.

KIK ALLOWS ANYONE TO
CONTACT AND DIRECT
MESSAGE YOUR CHILD.
KIDS CAN BYPASS
TRADITIONAL TEXT
MESSAGING FEATURES.
KIK GIVES USERS
UNLIMITED ACCESS TO
ANYONE, ANYWHERE.
ANVYTIME.

WHISPER IS AN
ANONYMOUS SOCIAL
NETWORK THAT
PROMOTES SHARING
SECRETS WITH
STRANGERS. IT ALSO
REVEALS A USER'S
LOCATION SO PEOPLE
CAN MEET UP.

HOT OR NOT

HOT OR NOT
ENCOURAGES USERS TO
RATE YOUR PROFILE,
CHECK OUT PEOPLE IN
THEIR AREA, AND CHAT
WITH STRANGERS. THE
GOAL OF THIS APP IS TO
HOOK UP.

= Merseyside Police have
highlighted 15 apps widely used
amongst young people that may
also be used to exploit or abuse
them

= messaging, dating and social
networking

= several are intended for adults but
teens can falsify their age

www.wirralsafeguarding.co.uk/ne
ws/15-apps-parents-should-know-
about/
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Control isn’t enough

= At some point, young people become
adults ©

= where and at what point can they
learn to operate independently on
their devices and online?

= |t's not just a safeguarding issue
= it's about giving people cyber security
literacy to sit alongside other
transferrable skills
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=\Weak passwords

= Patchy patching

= Lack of backups

= Over-sharing our personal data

= Falling for social engineering scams
= [nsufficient malware protection
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CyberAware g

Cyber Aware is the government's advice on how to stay secure online.

Improve your online security today

Due to coronavirus, people are spending more time
online this year.

This means more opportunities for hackers to carry
out cyber attacks. They often do this by targeting
people and businesses using:

* email and website scams
* malware - software that can damage your
device or let a hacker in

If hackers get into your device or accounts, they
could access your money, your personal

information, or information about your business.
You can improve your cyber security by taking six actions:
1. Use a strong and separate password for your email

2. Create strong passwords using 3 random words

3. Save your passwords in your browser

WWW.Ncsc.gov.uk/cyberaware

6. Back up your data

b

As seen on national TV

4. Turn on two-factor authentication (2FA)

5. Update your devices

Smartphones &

Tablets

Protecting

Your Computer

Protecting
Yours!

& Payments

E Ambassador Day

Get Safe Online Ambassador Day is this Saturday
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Shopping, Banking

27

www.getsafeonline.org

Home = About Us

Foll

Safeguarding
Children

February |

Read more

us

Partners and Supporters

t“ ’

Social

Press ' News Blog  Jargon Buster

Business

Networking

Money mule recruiters using
fake online job adverts

Read more

LEGO Group helping children
develop skills to thrive online
Read more...

Half of young people encounter
misleading content online daily
Read more...

Half of young people encounter
misleading content online daily
Read more...

Contact
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Digital wellnests

Wolf, Hyena and Fox
Let us play in safe nests!

One, two, three, four

Are passwords you should not use anymore

Wolf, Hyena and their friend Fox

Are making a new password by using rocks

Big, small, round or flat

Are combinations hard to hack

So by using capitals, numbers, exclamations marks and more
Will stop intruders entering your online door

Wolf tells Hyena "We must help set the password for our friends;
If we have their passwords, think how much fun we can have!”
Hyena laughs because he thinks it's a good idea

They can access friends’ profiles

And find personal information to see

But Fox is smart and warns everyone

"Remember when you create a password,

You must tell no one!”

A

Make sure your password are strong
and not easy to guess.

— Question: Where do these rules also apply in real life?
. Alvms e 3R

Rachel Fischer & Sune von Solms
Illustrations by: Makkie du Plessis

http://anyflip.com/mmvfl/dsdc/basic
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kasperslcy daily

2 sdvice

Six simple cybersecurity rules for all
ages

www.kaspersky.co.uk/blo
g/tips-for-kids-all-
episodes/6175/

21 October 2021 Prof. Steven Furnell

Kids' Safety

-

Cyber safety guide for middle school kids
fv®

uk.norton.com/internetsecurity-kids-
safety-middle-school-kit-a-broader-
world-of-cybersecurity-protection.html

, School of Computer Science

Aika. National Cyber (
= Security Centre @

CYBER
SPRINTERS

Staying secure in cyberspace

https://www.ncsc.gov.uk/inform
ation/cybersprinters-game-and-
activities
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ﬂl' Conclusions

e

= As we move forward, baseline cybersecurity literacy will
only become more important

=\We need to ensure clarity of the message and effective
routes to communicate it

= Providers of devices and services have a part to play Iin
this, but equally it's not just their problem

= Security practice doesn’t seem to be advancing as fast
as the things that need securing
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Concluding thoughts

= The challenge isn’t a lack of information or
resources

= [t's getting people into contact with them

= Some relevant questions
= |s cyber security covered in schools?

= what gets covered — is It just e-safety?
ISsues or Is cyber security covered too?

= |S It reinforced and embedded or ticked as
done?

21 October 2021 Prof. Steven Furnell, School of Computer Science
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Further reading

Cyber security:
what are we talking

about?

Steven Furnell, University of Nottingham, and Emily Collins, Cardiff University

The term ‘cyber security’ is increasingly commonplace in everyday life, and is
something that users of all ages will encounter in some form. However, there
are varying interpretations about what it actually means, and because of this,
people have similarly varying assumptions about the extent to which it applics

to them or might affect them.

Morcover, this variation does not only
apply in the public space. There are also
varying interpretations of cyber secu-
rity within the profession itself, with

the top-level themes being viewed very

differently depending on the chosen
source of reference. There is conse-
quently an argument that we (as a topic
area or profession) need to do more to
present a more coherent message and
communicate it clearly to those that
need 1o know it

Digital inclusion

The ability to understand and manage
cyber security can ultimately be linked
back to the notion of digital inclusion
While this often tends to be considered
in cconomic terms, cyber security litera
cy is essentially an enabler, the presence
or absence of which will affect someone’s
confidence and ability to take part.
Security aspects are certainly rep
resented within the wider context of
digital literacy. As an cxample, the
UK’s Essential Digital Skills Framework
includes 'Being safe and legal online
as one of its five categories, and visu-
ally depicts it as surrounding the other
skill areas (namely, communicating,
handling information and content,
transacting and problem solving).!

reover, most of these ocher areas —

nderlying foundational skills

area - each make some level of indi
vidual reference to security as well

At the same time, however, security
itself is not dearly defined and the skills
dentified ~ while all rel

actly a comprehensive catalogue of

vant - are not

e

what users would be likely to need in
practice. Meanwhile, there is good evi-
dence that lack of skills and security con
cerns arc among the noted contributors
to the digital divide, with 20% of house-
holds citing a lack of skills as a reason for

not having online access.? This is likely

to include cyber security skills, especially
since a further 796 cited security and pri-
vacy concerns as a specific barrier,

Unfortunately,

without adequate cyber
security literacy, not only is there a risk
of disengaging with digital technol-

ogy that might be beneficial, but also

it becomes more challenging to know
where to find relevant information that
allows for engagement.3 This, therefore,
has the potential to become cyclical,
whercby those without cyber security
knowledge remain unable and unmoti-
vated to improve dheir skills,

It is also common to see reference to
individuals needing to practice good cyber
hygicne, through making appropriate use
of the technologies and tools available o
protect themselves* While this is clearly 2
worthy aim, it carries an implicit expecta
tion that people arc in a position to do so

that they need to understand what the

Emily Collins

tools are and how to use them. So again,
the literacy aspect provides the founda

tion for the later behaviours

“Individuals, some of whom
are likely to feel disenfran-
chised from the digital world
around us, need to both inde-
pendently source accurate
information regarding cyber
security and potentially adopt
new or additional technology
to enact this advice”

We theref

tion in which

re find ourselves in a situa-

iduals, some of whom

are likely 1o feel disenfranchised from the
digital world around us, need 1o both
independently source accurate informa-
tion regarding cyber security and poten-
cially adopt new or additional technology
t0 enacx this advice. When any informa-
tion on cyber security is located, even if

designed for novice users, this has rarely

been developed from the perspective of
what the general public understand abous
cyber security, nor how this understand-
ing might differ between individuals

Understanding for
individuals

Prior work has examined the language
used to describe cyber sccurity, enabling
a comparison of the similarities and dif-
ferences across different age groups.®
Figure | summarises some key results
from this work, illustrating the promi-

nence of various terms that different

21 October 2021

Sy 2021

“Cyber security: what are
we talking about?”

S.Furnell and E.Collins

omputer Fraud & Security
July 2021, pp6-11
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