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“Security is a journey
not a destination.”
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CEO The Cyber Elephant in the Boardroom
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Exchange views and ideas with executives with
comparable roles and responsabilities.

1 LEARN FROM YOUR PEERS AND OTHER EXPERTS

UNDERSTAND AND INFLUENCE THE MARKET G&h&%gg@ggsRS AWA R D820 19 Published by ForbesBooks
s i o 2 November 24th 2020

GAIN INSIGHTS ON REGULATION
Gain and share insights on regulation. Share concemns and
questions about the impacts of proposed and impending

security requlations on your Business.

INTERFACE WITH PEOPLE WITH THE SAME CHALLENGES m
Interface with like-minded people who recognize the vast
potential of new security technology for business whilst
apprediating risks and challenges.

Available on Amazon, Nook and Apple

EXPLORE YOUR OPTIONS
5 Take the opportunity to spend some time with VigiTrust
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WINNER

staff and partners developing a real understanding of how
they have helped others with comparable challenges.

FORMULATE A SECURITY AWARENESS PROGRAM
Formulate an action plan for developing security &
compliance skills and awareness throughout your organi-

sation from Board Room to shop floor.
EXPAND YOUR PEER NETWORK

Expand your own network of like minded people with VigiTrust = the RepUinC Of Ireland

7 comparable responsabilities with whom you can
collaborate to deal with unforseen challenges. . . L
Best Information Security Compliance Management Platform 2020
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Integrated Risk Management Portal - IRM

A - Map Policies & Procedures and Controls to Regulations and Standards
';VIGIDNE Facilitate Information Gathering
- Generate up-to-date, customizable, automated Reporting & Analysis
® Multi-Award Winning - Maintain security & compliance levels
® Used in 120+ countries - Implement security and adapt to.the:' ev’olvmg regulatory environment
- Upscale and adapt to your organization’s needs
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My Predictions for 2021 - Benchmark

More of the same, read my 2020 Predictions ©
Phishing attacks will keep rising
More ransomware attacks
More sophisticated CEO — C-Suite attacks
Attacks will get personal

- Social Media

- Personal Home Infrastructure
Attacks on Critical Infrastructure

- Health Systems

- Banking

- Transportation systems
Compliance audits will be more frequent
More GDPR fines
More CCPA type regs on the way in the US
More GDPR type regs worldwide
Brexit Issues related to Data Protection

Of Course

Yes

Yes

Yes

Even more than | thought

Yes

Some flexibility owing to COVID

WhatsApp - Amazon

Only 2 enacted but more to come

Yes

Not as many as | thought but it’s early days




Global Risk Landscape

Strategic
Geopolitical

Financial

RISK AREA Operational

Contractual

Reputational
Brand Management
Quality




Digitization in 2020/21 - Covid Impact

* The global context from March 2020 — changing the way we work

* Digitization was no longer a choice but an abrupt reality

* Time to market was the highest priority

* Ironically, most companies who said they could not digitize
managed to do so within months...but at what cost from a
security and compliance perspective?

* Freeze — Change — Refreeze....not in the last 16 months

s



ower of Babel - k Professionals talk

. Raw Risk
Set up IT & Information L
Likelihood by Impact measures

Asset Register the risk before any risk treatment
(Add Asset Types, Sub Types, and takes no account of the
Groups, Sub Groups, Locations, difficulty of detecting certain
Vendors & Maintenance Providers types of incident

Add Assets Likelihood and Impact

(Add IT and Information Assets (Assign a level of likelihood of the

individua!ly or collectively by threat occurring and the expected
uploading csv template) impact should they do so)

Primary Concerns &

Create Scope Risks

(Create scope by selecting assets (Assign whether the threats and
or adding more) vulnerabilities are a risk to the
Confidentiality, Integrity and/or
Availability of the assets)

Assign Threats &

Vulnerabilities to Assets
Save Scope (Threats could be linked to asset
(Save Scope) types, however many assets are
going to be subject to multiple
threat types)

Open Scope in Risk

Register
(Save Scope}




How do CEOs, CxOs, Boards talk about
Cyber risk and cyber accoutability

THINK GLOBALLY,
ACT LOCALLY,
PANIC INTERNALLY
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DENIAL

BARGAINING

DEPRESSION

ACCEPTANCE

Cyber ? — It doesn't apply to me, ask my managers and
lines of business !

It isn’t fair — we’re trying to grow a business and create
jobs here. Back off with your cyber nonsense !

I’ll do some of it —it’ll be sort of compliance “a la
carte” just to fend off regulators and governing bodies.
That should do the job!

I’ll never get there —it’s not just laws & standards, but
also documentation, technical investment, ongoing
monitoring. | just can’t!

It’ll be okay! —it’s not rocket science, we’re doing a
good bit already and we can now bridge the gap and
stay ahead !




PHYSICAL PEOPLE INFRASTRUCTURE CRISIS
SECURITY SECURITY SECURITY SECURITY MANAGEMENT

Operations Manager,
Security Staff

Operation Manager, IT

HR, Security Staff HR, IT Team & Manager IT Team & Manager
Team, HR




C-LEVEL & BOARD MEMBERS EDUCATION

5 PILLARS OF SECURITY FRAMEWORK - ASSESSMENT

5 PILLARS OF SECURITY FRAMEWORK - SCORE

OPERATIONAL SECURITY, RISK & COMPLIANCE PROGRAM




MATHIEU GORGE

ELEPHANT .
BOARDROOM

CYBER-ACCOUNTABILITY WITH THE FIVE PILLARS OF SECURITY FRAMEWORK

ForbesBooks

James Grundvig
Author and Tech Journalist
Breaching the C-Suite (CEOx, CxOs and Boards)

Nina Shulepina

Banking Compliance Professional

Member Of The VigiTrust Global Advisory Board
Protecting Data as the New Currency

Cathy Smith
Founder, Women in Tech NJ & NY
The Intersection of Cybersecurity and Business Digitization

Marco Antonio Soriano
Chief Investment Officer, Soriano Family Office
Handbook for C-Level and Board Members

Bob Gardner
Partner, New World Technology Partners
Managing the Cyber Risk Impact of Capital and Valuation

Nicolas Vigier
CxO Advisor — Cyberstrategy, Coalfire
Cyber Risk Impact on the Board

Ed Adams
CEO, Security Innovation
Software — Catalyst for Today's Digital Business

Marie-Christine Vittet
VP Compliance, Accor
To Comply with PCI DSS and keep Cardholder Data Secure

Cecile Martin
Partner, Ogletree Deakins International LLP
Cybersecurity Risk in Human Resources

Thibaud Lexerois
Attorney, Ogletree Deakins International LLP
Cybersecurity Risk in Human Resources

Alexander Abramov
Past President, ISACA New York Metropolitain Chapter
Education for Key Decision Makers

The Cyber Elephant in the Boardroom

GUEST CHAPTER CONTRIBUTORS
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My Predictions for 2022

* More of the same, read my 2021 Predictions ©

» Lots of new industry guidelines and perhaps reg on Post-Pandemic or Continuous Pandemic Hybrid working
* Continued accelerated digitization projects along with new ecommerce players

* Phishing attacks will unfortunately keep rising

* More ransomware attacks

* More sophisticated CEO — C-Suite attacksstill expected

* C-suite accountability will be emphasized by regulators & enforcement bodies — GRC as a legal requirement?

e Attacks will continue to get personal
* Social Media towards employees identified as weakest security links
* Personal Home Infrastructure — | would expect a few interesting cases
» Attacks on Critical Infrastructure
e Health Systems — but much more regulation & scrutiny to come
* Banking, Transportation systems, Entertainment
 Ransomware Groups will morph or rebrand more often
* Compliance audits will be more frequent, not just in Europe, more expected in the US

 More GDPR fines of course WhatsApp - Amazon
* More CCPA type regs on the way in the US | would expect 5-10 + Draft Federal “US GDPR”
* More GDPR type regs worldwide Yes — watch the Sub-Sahara region

* Impact of China Privacy Regs will be felt worldwide
* Potentially some Brexit Issues related to Data Protection

I * Al enabled tech deployment will start and Al regulation will follow —



Key Points for you to prepare for 2022

Can you map your data ecosystem?

What new technology do you need to look into to protect your environment?

What new or improved security & compliance processes do you need to implement in 20227
How do you build a culture of continuous compliance for your ecosystem?

Are you ready for a breach in 20227

Is your staff ready for attacks?

Are you surrounding yourself with the right security & compliance subject experts?

How are you going to fund your security program / innovation (vendors)?

Are you maximizing on all the guidance and good will available out there?

LN EWNRE

VigiTrust Global Advisory Board
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