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How do CEOs, CxOs, Boards talk about
Cyber risk and cyber accountability




Global Compliance
Landscape — 2022

Laws, Standards,

Frameworks
A complex web of often

conflicting requirements




Top Short-Term Global Risks ECONOMIC

FORUM

Over the next 0-2 years

Extreme Climate action Infectious Cybersecurity Digital

weather failure diseases failure inequality

|
Livelihood crises Social cohesion Mental health Debt crises Asset bubble
erosion deterioration burst
M Economic WM Environmental W Geopolitical [l Societal [ Technological
Source: World Economic Forum Global Risks Report 2022
Global Risks Report 2022 Image: World Economic Forum
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Data Protection and Privacy Legislation Worldwide

As more and more social and economic activities have place online, the importance of privacy and data protection is increasingly recognized.
OVERVIEW

@)

Of equal concern is the collection, use and sharing of personal information to third parties without notice or consent of consumers. 128 out of 194 countries
had put in place legislation to secure the protection of data and privacy.

Africa and Asia show a similar level of adoption with 55 per cent of countries having adopted such legislations from which 23 are least developed countries.
E-TRANSACTION LAWS

CYBERCRIME LAWS

CONSUMER
PROTECTION LAWS

0O © ©

0, 0, 0, 0,
69% 10% 16% 5%
COUNTRIES WITH COUNTRIES WITH COUNTRIES WITH COUNTRIES WITH
LEGISLATION DRAFT LEGISLATION NO LEGISLATION NO DATA

SELECT A COUNTRY - ] [ SELECT A REGION - DOWNLOAD FULL DATA

Data Protection and Privacy Legislation Worldwide

B Legislation

B Draft Legislation
M No Legislation
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Source: UNCTAD, 14/12/2021



PRIVACY SCOREBOX GDPR OVERVIEW GDPR APP BLOG DLA Piper Intelligence

DLA PIPER
DOWNLOAD
D the full handbook

DATA PROTECTION LAWS OF THE WORLD

Compare data protection laws around the world

Please select Country Compare to Comparison country GO
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REGULATION
ENFORCEMENT
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Legal Notices | Privacy Policy | Cookie Policy
© 2022 DLA Piper. DLA Piper is a global law firm operating through various separate and distinct legal entities.
For further information about these entities and DLA Piper's structure, please refer to our Legal Notices. All rights reserved. Attorney Advertising.




ower of Babel - k Professionals talk

. Raw Risk
Set up IT & Information L
Likelihood by Impact measures

Asset Register the risk before any risk treatment
(Add Asset Types, Sub Types, and takes no account of the
Groups, Sub Groups, Locations, difficulty of detecting certain
Vendors & Maintenance Providers types of incident

Add Assets Likelihood and Impact

(Add IT and Information Assets (Assign a level of likelihood of the

individua!ly or collectively by threat occurring and the expected
uploading csv template) impact should they do so)

Primary Concerns &

Create Scope Risks

(Create scope by selecting assets (Assign whether the threats and
or adding more) vulnerabilities are a risk to the
Confidentiality, Integrity and/or
Availability of the assets)

Assign Threats &

Vulnerabilities to Assets
Save Scope (Threats could be linked to asset
(Save Scope) types, however many assets are
going to be subject to multiple
threat types)

Open Scope in Risk

Register
(Save Scope}




DENIAL

BARGAINING

DEPRESSION

ACCEPTANCE

Cyber ? — It doesn't apply to me, ask my managers and
lines of business !

It isn’t fair — we’re trying to grow a business and create
jobs here. Back off with your cyber nonsense !

I’ll do some of it —it’ll be sort of compliance “a la
carte” just to fend off regulators and governing bodies.
That should do the job!

I’ll never get there —it’s not just laws & standards, but
also documentation, technical investment, ongoing
monitoring. | just can’t!

It’ll be okay! —it’s not rocket science, we’re doing a
good bit already and we can now bridge the gap and
stay ahead !




PHYSICAL PEOPLE INFRASTRUCTURE CRISIS
SECURITY SECURITY SECURITY SECURITY MANAGEMENT

Operations Manager,
Security Staff

Operation Manager, IT

HR, Security Staff HR, IT Team & Manager IT Team & Manager
Team, HR




C-LEVEL & BOARD MEMBERS EDUCATION

5 PILLARS OF SECURITY FRAMEWORK - ASSESSMENT

5 PILLARS OF SECURITY FRAMEWORK - SCORE

OPERATIONAL SECURITY, RISK & COMPLIANCE PROGRAM




My Predictions for 2022

* More of the same, read my 2021 Predictions ©

» Lots of new industry guidelines and perhaps reg on Post-Pandemic or Continuous Pandemic Hybrid working
* Continued accelerated digitization projects along with new ecommerce players

* Phishing attacks will unfortunately keep rising

* More ransomware attacks

* More sophisticated CEO — C-Suite attacksstill expected

* C-suite accountability will be emphasized by regulators & enforcement bodies — GRC as a legal requirement?

e Attacks will continue to get personal
* Social Media towards employees identified as weakest security links
* Personal Home Infrastructure — | would expect a few interesting cases
» Attacks on Critical Infrastructure
e Health Systems — but much more regulation & scrutiny to come
* Banking, Transportation systems, Entertainment
 Ransomware Groups will morph or rebrand more often
* Compliance audits will be more frequent, not just in Europe, more expected in the US

 More GDPR fines of course WhatsApp - Amazon
* More CCPA type regs on the way in the US | would expect 5-10 + Draft Federal “US GDPR”
* More GDPR type regs worldwide Yes — watch the Sub-Sahara region

* Impact of China Privacy Regs will be felt worldwide
* Potentially some Brexit Issues related to Data Protection

I * Al enabled tech deployment will start and Al regulation will follow —



Global Advisory Board - Topics

CISO/CRO How are topics selected for GAB?

Challenges

D& in Cyber Innovetion 1. Suggested by GAB Chair & Global
Leadership Team

Cyber
Accountability 2. Proposed by Chartered Advisors

Standards/Laws Threat

e . 3. Proposed by GAB speakers

Culture of
Security



Global Advisory Board - Membership
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GIobaI%Leadership Team

T=T

Chairman: Mathieu Gorge

r% Founder & CEQ, VigiTrust
Chapter US East Coast .r% r' iE _ﬂ Chapter Ireland
=T

Global Leadership Team
Chapter US (% r% .
(other than East Coast) % % Chapter UK 25 SUbJeCtChr/]I:;[:er Experts
Vice-Chair
o o |
Chapter France 700+ Members Chapter Africa
= including 150 Chartered Advisors =1

and 550 Community Members!
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