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Working from home — ‘new’ attack perimeter
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From this..

To this..



What are the risks?

Data
Leakage

Breach of

Confidentiality

Ransomware

Incident detection and response is much more difficult for remote users



What's the issue?

* People doing the wrong things for the right reasons

Identified Threat Activities from Insider Threat Cases

Email to home




Minimum standard controls for remote working

* Disk encryption
« Malware protection

 Virtual Private Network with
Multi-Factor Authentication

 Controls on peripheral
devices, e.g. printers




Controls which don’t work..

* Don’t block sending to ‘personal’ email domains
— Many customers and partners have moved to Gmail or other mail hosts

» Don’t take too strict an approach in blocking web access
— ‘Non business’ websites have valid business applications

* Overly restrictive Data Leakage Prevention controls mean you'll spend
a lot of time reviewing exceptions and white-listing



Controls and techniques that do work

* Implement labelling on all documents (Public, Internal, Confidential,
Personal)

« Build these labels into your Data Leakage Prevention (DLP) controls

* DLP doesn’t need to be sophisticated to be effective — you can apply
detection and filtering on your email gateway

» Learn from breaches, but ensure your response is proportionate
— Breaches are more useful as a training tool than a disciplinary exercise



Working from home is here to stay

Employers could face Labour
Court for refusing remote
working requests
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On the first day of a return to the workplace after most of the Covid restri s have been lifted, h gi tsin
the offices ofOncAlb(rrt Quay arciHuminatedasv.’ovi-:r:rsbogm(orc-!urn ork ir C rk City. Picture: David
Creedon



Questions / comments?
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