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annual compliance status
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Understanding PCI
DSS
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AApplicability

AAnnually Merchants are required
to submit their status of PCI DSS
compliance to their Acquiring = | — r—
Bank. == =

AAssessment: | -
A Report on CompliancdRpG. e | | | S
A SeltAssessment -
QuestionnairegSAQ).
AValidation:
A Attestation of ComplianceApQ.
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RiskBased
Validation

A Validation requirements are driven by:

A Volume of payment card transactions
per annum.

A Methods of taking card payments.
A HighVolume or HigkRisk payment
operations:

A Assessments conducted by a PCI
Qualified Security Assessor.

A RoC& AoC

A Lowetrisk or LowetRisk payment
operations:

A SAQ &AoC



PCI DSS Complianéidation:Mastercard

OLD Rule C NEW Rule

Level 2 Merchant
Compliance Requirements

Level 2 Merchant
Compliance Requirements

To validate compliance, a Level 2

merchant could either undergo an
annual PC| DSS assessment resulting in
the completion of a ROC complete
an annual SAQ.

Level 2 merchants completing SAQ A,
A-EP, B, B-IP, C-VT, C, P2PE or D were
required to engage a QSA or ISA for
compliance validation.

Category Criteria Requirements
« Any merchant that has suffered a hack or an attack that resulted in an Account
Data Compromise (ADC) Event
« Any merchant having more than six million total combined Mastercard and Maestro | « Annual PCl DSS assessment resulting in
Level 1 transactions annually the completion of a Report on
« Any merchant meeting the Level 1 criteria of Visa Compliance (ROC)l
« Any merchant that Mastercard, in its sole discretion, determines should meet the
Level 1 merchant requirements to minimize risk to the system
« Any merchant with more than one million but less than or equal to six million total . .
. ) « Annual Self-Assessment Questionnaire
combined Mastercard and Maestro transactions annually 2
Level 2 (SAQ)
« Any merchant meeting the Level 2 criteria of Visa
« Any merchant with more than 20,000 combined Mastercard and Maestro e-
commerce transactions annually but less than or equal to one million total combined | « Annual Self-Assessment Questionnaire
Level 3 Mastercard and Maestro e-commerce transactions annually (SAQ)3
« Any merchant meeting the Level 3 criteria of Visa
4 « Annual Self-Assessment Questionnaire
« All other merchants 3
Level 4 (SAQ)

Current

Changed; Level 2 Merchants



v Merchants processing over 6 million Visa transactions annually across all channels or Global merchants identified as Level 1 by any Visa region
- Level 1

Every year:

¢ File a Report on Compliance ("ROC") by Qualified Security Assessor ("QSA")" or Internal Auditor if signed by officer of the company.
We recommend the internal auditor obtain the PCl SSC Internal Security Assessor ("ISA") certification.
e Submit an Attestation of Compliance ("AOC") Form

Every quarter:

e Conduct a quarterly network scan by an Approved Scan Vendor ("ASV")

v 1to 6 million Visa transactions annually across all channels - Level 2

PCIl DSS
e Complete a Self-Assessment Questionnaire ("SAQ")

/
e Submit an Attestation of Compliance ("TAOC") Form

Compliance vyt

e Conduct a quarterly network scan by an Approved Scan Vendor ("ASV")

| |
Validation:
L] v 20,000 to 1 million Visa e-commerce transactions annually - Level 3

VI SA Every year:

e Complete a Self-Assessment Questionnaire ("SAQ")
e Submit an Attestation of Compliance ("AOC") Form

Every quarter:

e Conduct a quarterly network scan by an Approved Scan Vendor ("ASV")

v Merchants processing less than 20,000 Visa ecommerce transactions annually and all other merchants processing up to 1 million Visa
transactions annually - Level 4

A ¢l1S GKS GAYS G2 aSS (KFG -&2d2Q@0S  ¥YSG - Ff1f
requirements of the PCI Data Security Every year:
Standard (DSS). o Complete a Self-Assessment Questionnaire ("SAQ")
A LGQa GKS o0Said gre (G2 02y TANNDOENRKZIORSNI RILG Form
is being safely handled and to expose any Every quarter:
weaknesses that need to be addressed. « Conduct a quarterly network scan by an Approved Scan Vendor ("ASV") (if applicable)

A Your total Visa transaction volume over a
12-month period determines your

Small Merchant Data Security Requirements @
merchant level and the necessary

requirements for validation.



ol o Pt

Payment Card Industry (PCI) Payment Card Industry (PCI) Payment Card Industry (P! Payment Card Industry (PCI)

Data Security Standard ) . Data Security Standard Data Security Standard Data Security Standard
Self-Assessment Questionnaire A Self-Assessment Questionnaire A-EP Self-Assessment Questionnaire B Self-Assessment Questionnaire B-IP
and Attestation of Compliance and Attestation of Compliance and Attestation of Compliance and Attestation of Compliance

Partially Outsourced E-commarce Merchants Using Merchants with Standalone, IP-Connected
Card-not-present Merchants, & Third-Party Website for Payment Processing ’ PTS Point-of-Interaction (POI) Terminals —
All Cardholder Data Functions Fully Outsourced Foruse i 81 58 oo 311 g‘:{;’;’u""ﬂ:“: fmﬂ::';".m;:l’;‘f‘"“; Cardholder Data Storage
8 with PGI DSS Wersion 3 : ect C

SAQ A

- = =

Payment Card Industry (PCI) Payment Card Industry (PCI) Payment Card Industry (PCI)

Data Security Standard Data Security Standard Data Security Standard
Self-Assessment Questionnaire C-VT Self-Assessment Questionnaire C Self-Assessment Questionnaire P2PE
S n B P and Attestation of Compliance and Attestation of Compliance and Attestation of Compliance
I Merchants with Web-Based Virtual Merchants with Payment Application
SA W Payment Terminals - No Electronic Systems Connected to the Internet Merchants using a Validated PCI-Listed PZPE
Cardholder Data Storage No Electronic Cardholder Data Storage Solution Only - No Electronic Cardholder Data
Storage
Far use wilh PCI 038 Varsion 121
. .
SAQ D Service Provider
Data Security Standard

Self-Assessment Questionnaire D
and Attestation of Compliance for

Merchants
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Sourcenttps://www.pcisecuritystandards.org/document library


https://www.pcisecuritystandards.org/documents/PCI-DSS-v3_2_1-SAQ-A.pdf?agreement=true&time=1642536083115
https://www.pcisecuritystandards.org/documents/PCI-DSS-v3_2_1-SAQ-A_EP.pdf?agreement=true&time=1642536083127
https://www.pcisecuritystandards.org/documents/PCI-DSS-v3_2_1-SAQ-B.pdf?agreement=true&time=1642536083137
https://www.pcisecuritystandards.org/documents/PCI-DSS-v3_2_1-SAQ-B_IP.pdf?agreement=true&time=1642536083148
https://www.pcisecuritystandards.org/documents/PCI-DSS-v3_2_1-SAQ-C_VT.pdf?agreement=true&time=1642536083159
https://www.pcisecuritystandards.org/documents/PCI-DSS-v3_2_1-SAQ-C.pdf?agreement=true&time=1642536083169
https://www.pcisecuritystandards.org/documents/PCI-DSS-v3_2_1-SAQ-P2PE-1_1.pdf?agreement=true&time=1642536083178
https://www.pcisecuritystandards.org/documents/PCI-DSS-v3_2_1-SAQ-D_Merchant.pdf?agreement=true&time=1642536083188
https://www.pcisecuritystandards.org/documents/PCI-DSS-v3_2_1-SAQ-D_ServiceProvider.pdf?agreement=true&time=1642536083203
https://www.pcisecuritystandards.org/document_library

SYA\®,
Completion
for

Merchants

A On VigiOne you create a
template for any one of the 8
types of SAQ Merchant and
the SAQ Service Provider

A Each SAQ generates an
associated AOC

o= VIGIONE
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SAQ SAQ A-EP for demo entity

G Manage SAQ Template

© Assessments Management Progress Requirement 4 (SAQ A-EP)

A0 .59 | 160 | Revewed b R ogary T
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Last comment from R Fogarty on 2020-05-08 I Notinplace
mai comments st SAQ el
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Requirement 4 - Number of responses - 77

SAQ tool -
allows you
complete an

SAQ

Are sirong cryptography and security protacols used fo safeguard sensitive cardholder data during transmission over open. public netwt

Noe: Examples of open, public nefworks include but are not limited to the Infemet; wireless technologies, including 802. 11 and Blusiooth; cellulsr technoiogies, for example, Global System for Mobile communications (GSM), Gode diision multiple sccess (CDMAJ; and Generai Packe! Radio Service
(GFRS).

1 you choose In place. you can upload proofs of evidence

v VIGIONE




+ A 3 A BAQS
Tool tracks

completion &
produces
documentation

A Enables completion

A Evidence Upload

A Review by ISA or QSA
A Provides a status report

A Download and print
documentation
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Reguirement 16
Requirement 2 €
Requirement 38
Reguirement 460
Requirement L]
Requirement 58
Requirement 7 @
Requirement a0
Reguirement a8
Requirement 106
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Access SAQ



