Safely Navigating PCI
DSS Validation for the
SMB Merchant

Understanding how to submit your
annual compliance status
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Understanding PCI s
DSS

* Applicability

* Annually Merchants are required
to submit their status of PCI DSS
compliance to their Acquiring
Bank.

* Assessment:
* Report on Compliance (RoC). o | ey

e Self-Assessment
Questionnaires (SAQ).

 Validation:
e Attestation of Compliance (AoC).
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Risk-Based
Validation

* Validation requirements are driven by:

* Volume of payment card transactions
per annum.

* Methods of taking card payments.
* High-Volume or High-Risk payment
operations:

* Assessments conducted by a PCl
Qualified Security Assessor.

* RoC & AoC.
* Lower-risk or Lower-Risk payment
operations:
 SAQ & AoC.




PCI DSS Compliance Validation:Mastercar

OLD Rule

Level 2 Merchant
Compliance Requirements

To validate compliance, a Level 2

merchant could either undergo an
annual PC| DSS assessment resulting in
the completion of a ROC complete
an annual SAQ.

Level 2 merchants completing SAQ A,
A-EP, B, B-IP, C-VT, C, P2PE or D were
required to engage a QSA or ISA for
compliance validation.

Category Criteria Requirements
« Any merchant that has suffered a hack or an attack that resulted in an Account
Data Compromise (ADC) Event
« Any merchant having more than six million total combined Mastercard and Maestro | « Annual PCl DSS assessment resulting in
Level 1 transactions annually the completion of a Report on
« Any merchant meeting the Level 1 criteria of Visa Compliance (ROC)l
« Any merchant that Mastercard, in its sole discretion, determines should meet the
Level 1 merchant requirements to minimize risk to the system
« Any merchant with more than one million but less than or equal to six million total . .
: . « Annual Self-Assessment Questionnaire
combined Mastercard and Maestro transactions annually 2
Level 2 (SAQ)
« Any merchant meeting the Level 2 criteria of Visa
« Any merchant with more than 20,000 combined Mastercard and Maestro e-
commerce transactions annually but less than or equal to one million total combined | « Annual Self-Assessment Questionnaire
Level 3 Mastercard and Maestro e-commerce transactions annually (SAQ)3
« Any merchant meeting the Level 3 criteria of Visa
4 « Annual Self-Assessment Questionnaire
« All other merchants 3
Level 4 (SAQ)

Current

C NEW Rule

Level 2 Merchant

Compliance Requirements

Changed — Level 2 Merchants



v Merchants processing over 6 million Visa transactions annually across all channels or Global merchants identified as Level 1 by any Visa region

- Level 1
Every year:
e File a Report on Compliance ("ROC") by Qualified Security Assessor ("QSA")" or Internal Auditor if signed by officer of the company.
We recommend the internal auditor obtain the PCl SSC Internal Security Assessor ("ISA )L@rt.hamo 1

e Submit an Attestation of Compliance ("AOC") Form
Every quarter:
e Conduct a quarterly network scan by an Approved Scan Vendor ("ASV")

v 110 6 million Visa transactions annually across all channels - Level 2

PCI DSS
e Complete a Self-Assessment Questionnaire ("SAQ")

e Submit an Attestation of Compliance ("TAOC") Form

Com pl ia nce Every quarter:

e Conduct a quarterly network scan by an Approved Scan Vendor ("ASV")

[ ] [ ]
Validation:
° v 20,000 to 1 million Visa e-commerce transactions annually - Level 3

e Complete a Self-Assessment Questionnaire ("S
e Submit an Attestation of Compliance ("AOC") Form

V I SA Every year:
e ('SAQ')
m

Every quarter:

e Conduct a quarterly network scan by an Approved Scan Vendor ("ASV")

v Merchants processing less than 20,000 Visa ecommerce transactions annually and all other merchants processing up to 1 million Visa
transactions annually - Level 4

. Take the time to see that you’ve met all

requirements of the PCl Data Security Every year:
Standard (DSS). o Complete a Self-Assessment Questionnaire ("SAQ")
. It’s the best way to confirm cardholder data e Submit an Attestation of Compliance ("AOC") Form
is being safely handled and to expose any Every quarter:
weaknesses that need to be addressed.  Conduct a quarterly network scan by an Approved Scan Vendor ("ASV") (if applicable)

. Your total Visa transaction volume over a
12-month period determines your

Small Merchant Data Security Requirements @
merchant level and the necessary

requirements for validation.
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Types of SAQ

SAQA
SAQ A-EP
SAQ B
SAQ B-IP
SAQ C-VT
SAQ C
SAQ P2PE

SAQ D Merchant

SAQ D Service Provider

Source: https://www.pcisecuritystandards.org/document library

eci

Payment Card Industry (PCI)
Data Security Standard
Self-Assessment Questionnaire A
and Attestation of Compliance

Card-not-present Merchants,
All Cardholder Data Functions Fully Outsoureed
use with PGI DSS Wersion 3.

=

Payment Card Industry (PCI)

Data Security Standard

Self-Assessment Questionnaire A-EP
and Attestation of Compliance

Partially Outsourcad E-commerca Merchants Using
& Third-Party Websile for Payment Processing
Forune wan 1 D38 Yerion 3.1

!ﬁ‘ .

Paymont Card Industry (PCI)

Data Security Standard

Self-Assessment Questionnaire C-VT
and Attestation of Compliance

Merchants with Web-Based Virtual
Payment Terminals - No Electronic
Cardholder Data Storage

Payment Card Industry (P

Data Security Standard
Self-Assessment Questionnaire B
and Attestation of Compliance

Merchants with Only Imprint Machines or
‘Only Standalone, Dial-out Terminals - No
Ci

jeci

Payment Card Industry (PCI)

Data Security Standard
Self-Assessment Questionnaire C
and Attestation of Compliance

Merchants with Payment Application
Systems Connected to the Internet
No Electranic Cardholder Data Storage

ot b il PES D85 Va3
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Payment Card Industry (PCI)
Data Security Standard
Self-Assessment Questionnaire D
and Attestation of Compliance for
Merchants

gible Marchants
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Payment Card Industry (PCI)
Data Security Standard

Self-Assessment Questionnaire B-IP
and Attestation of Compliance

Merchants with Standalone, IP-Connected
PTS Point-of-Interaction (POI) Terminals -
Cardholder Data Storage

=

Payment Card Industry (PCI)
Data Security Standard

Self-Assessment Questionnaire P2PE
and Attestation of Compliance

Merchants using a Validated PCl-Listed P2PE
Solution Only - No Electronic Cardhalder Data
Storage

For use with PC1 D38 Version 341


https://www.pcisecuritystandards.org/documents/PCI-DSS-v3_2_1-SAQ-A.pdf?agreement=true&time=1642536083115
https://www.pcisecuritystandards.org/documents/PCI-DSS-v3_2_1-SAQ-A_EP.pdf?agreement=true&time=1642536083127
https://www.pcisecuritystandards.org/documents/PCI-DSS-v3_2_1-SAQ-B.pdf?agreement=true&time=1642536083137
https://www.pcisecuritystandards.org/documents/PCI-DSS-v3_2_1-SAQ-B_IP.pdf?agreement=true&time=1642536083148
https://www.pcisecuritystandards.org/documents/PCI-DSS-v3_2_1-SAQ-C_VT.pdf?agreement=true&time=1642536083159
https://www.pcisecuritystandards.org/documents/PCI-DSS-v3_2_1-SAQ-C.pdf?agreement=true&time=1642536083169
https://www.pcisecuritystandards.org/documents/PCI-DSS-v3_2_1-SAQ-P2PE-1_1.pdf?agreement=true&time=1642536083178
https://www.pcisecuritystandards.org/documents/PCI-DSS-v3_2_1-SAQ-D_Merchant.pdf?agreement=true&time=1642536083188
https://www.pcisecuritystandards.org/documents/PCI-DSS-v3_2_1-SAQ-D_ServiceProvider.pdf?agreement=true&time=1642536083203
https://www.pcisecuritystandards.org/document_library

SAQ
Completion
for

Merchants

* On VigiOne you create a
template for any one of the 8
types of SAQ Merchant and
the SAQ Service Provider

* Each SAQ generates an
associated AOC

o= VIGIONE
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SAQ SAQ A-EP for demo entity

G Manage SAQ Template

© Assessments Management Progress Requirement 4 (SAQ A-EP)

A0 .59 | 160 | Revewed b R ogary T

Questions
=== o R e prn . -
W s

Last comment from R Fogarty on 2020-05-08 I Notinplace
mai comments st SAQ el

VigiOne’s

Requirement 4 - Number of responses - 77

SAQ tool o
allows you
complete an

SAQ

Are sirong cryptography and security protacols used fo safeguard sensitive cardholder data during transmission over open. public netwt

Noe: Examples of open, public nefworks include but are not limited to the Infemet; wireless technologies, including 802. 11 and Blusiooth; cellulsr technoiogies, for example, Global System for Mobile communications (GSM), Gode diision multiple sccess (CDMAJ; and Generai Packe! Radio Service
(GFRS).

1 you choose In place. you can upload proofs of evidence

v VIGIONE




VigiOne’s SA
Tool tracks

completion
produces
documentation

* Enables completion

* Evidence Upload

* Review by ISA or QSA

* Provides a status report

* Download and print
documentation

SAQ A-EP - SAQ A-EP for demo entity - m1630

General informafion: inplsce: 178 Mot in place: 3| Not

Executive summary: Set as Complete

Appendix A @

Reguirement 1 &

Requirement 2 €

Requirement 3 &

Requirement 4 &

Requirement 5 €

Reguirement & €

Requirement 7 @

Reguirement & &

Requirement 9 &

Reguirement 10 &

Requirement 11 €

Requirement 12 @

AOC: Set as Complete

SAQ Comment (last comment from R.Fogarty)

make comments al SAQ level

\pci)
e

Section 1: A Infor
Instructions for Submission
L 0] G This rrust be asa of the results of the merchant's self-assessment with the

100.00%

100.00%

100.00%

100.00%

100.00%

100.00%

100.00%

100.00%

100.00%

100.00%

100.00%

100.00%

100.00%

Payment Card Industry Data Secunty Standard Requirements and Secunify Assessment Procedures (PG
DSS). Complete sll sections: The merchant is responsible for ensuring that each secticn is completed by the
relevant parties. a5 appiicable. Contact your acguirer (merchant bank) or the payment brands to determine

‘or Non-Compli

jsponse for “Comeliant to PCI DSS Requirements™ for each requirement. If you snswer

What types of payment channels does your business | Which payment channels are covered by this
sanve? SAQ?
B Mail ordesitelephone order (MOTO)
B E-Commarce B E-Commerce

|2 Mail orderftelephone order (MOTO)

s and cardhoider data

Jiy test security systems and
Jes.

B pokcy that addreises
hicn securiy for all parsonnal.

Part 1a mmmu;wwwmmmmwmwum
T T a ‘dascription of tha actions being tsken fo maet the requsemant
Company Name: HOTEL test :;l!-‘i\ntudwn’m: HOTEL test e ayrent branais) before completing Part 4
Contact Name: test Tite: test b and
D55 Requirements oions
Taleghons: tast | y— | at Feription of Requirement  (Select Ong) (MO saducted for any
EBuginess Address: test | | Dublin ] NO Fequinsmaen}
State/Province: Duiblin Country: | | Ireland. [zip: | rnest Y —
oL - om0 peovect cardhoder a1 o
se vendor-suppled defauis for
Part 1b. Security ¥ o fpasswicrds and cher secursy a =]
Company Nama: Fucca Pulco fars.
Lead OSA Contact Name: Nana Vitanova Title: CIS0 escced carghoider data o
Telephone: £45-102-8874 E-mail:
om transeission of carchalder data | a
Business Address: 77 Casino St : Casinopols pren. putic newars I
. | : 1 ot systars against maane
State/Province: Las Vegas | Country: | [USA | Zip: | [&e101 jutarty update antivirus sofears | [0 o
URL: W puccapulco. com fams.
and maintsin secure systems
Jicasions o o
Part 2. Executive Summary BcoEss 1o cardholder data by o a
nasd 1o know.
Part Za. Type of Merchant Business (check all that apply) T
and access to = o
O Retaider O Telecommunication B Grocery and Superrmarkets A —
physical scokss to cardholder
O Petroleumn B E-Commerce [ Mad ordertelephone order (MOTC) a =]
3 Others (please specity): b monitor 3t acoess to newark | . [ o
a a
a a

B Cardprasent (face-to-face) B Cardepresent (face-to-face)

Mote: If your crganization haz a payment channel or process that is nof covered by this SAQ, consult your
acquiner or payment brand about validation for the siher channels.

fal PC1 DES Requirements for
sing SSLEarly TLS for Card-

o
a

POS
fions.

oy 35 @D VISA




» Security .
Standards Council

Before You Begin

Which SAQ is right for
you?

SAQ A-EP has been developed to address requirements applicable to e-commerce merchants with a
website(s) that does not itself receive cardholder data but which does affect the security of the payment
transaction and/or the integrity of the page that accepts the consumer’s cardholder data.

SAQ A-EP merchants are e-commerce merchants who partially outsource their e-commerce payment
channel to PCI DSS validated third parties and do not electronically store, process, or transmit any
cardholder data on their systems or premises.

SAQ A-EP merchants confirm that, for this payment channel:
= Your company accepts only e-commerce transactions;

= All processing of cardholder data, with the exception of the payment page, is entirely outsourced
to a PCI DSS validated third-party payment processor;

[ ] [ ]

* Each SAQ has a differing number of
licabl Is:

a p p I ca e co nt ro s * = Your e-commerce website does not receive cardholder data but controls how consumers, or their

cardholder data, are redirected to a PC| DSS validated third-party payment processor;

® SAQ A = F u | |y O u tSO u rce d = = If merchant website is hosted by a third-party provider, the provider is validated to all applicable
PCI DSS requirements (e.g., including PCI DSS Appendix A if the provider is a shared hosting
5 o provider);
e C 24 I
I rca S e C u r I ty CO nt ro S e = Each element of the payment page(s) delivered to the consumer’s browser originates from either
the merchant’s website or a PCI DSS compliant service provider(s);
L SAQ D - F u I Iy | n - h O u Se . = Your company does not electronically store, process, or transmit any cardholder data on your

systems or premises, but relies entirely on a third party(s) to handle all these functions;
Y C i rca 3 3 O S e C u r- i t CO n t ro I S = Your company has confirmed that all third party(s) handling storage, processing, and/or
y O transmission of cardholder data are PCI DSS compliant; and

= Any cardholder data your company retains is on paper (for example, printed reports or receipts),

® A I Ways e n s u re t h at yo u a re m e eti ng and these documents are not received electronically.
. . This SAQ is applicable only to e-commerce channels.
t h e SAQ c rlte rl a . This shortened version of the SAQ includes questions that apply to a specific type of small merchant
environment, as defined in the above eligibility criteria. If there are PCI DSS requirements applicable to

Y your environment that are not covered in this SAQ, it may be an indication that this SAQ is not suitable for
Befo re Yo u Begl n your environment. Additionally, you must still comply with all applicable PCI DSS requirements in order to
be PCI DSS compliant.

Note: For the purposes of this SAQ, PCI DSS requirements that refer to the “cardholder data
environment” are applicable to the merchant website(s). This is because the merchant website directly
impacts how the payment card data is transmitted, even though the website itself does not receive
cardholder data.




Which SAQ Guide Tool.

a>
= VIGIONE

* Based on the guidelines from the PCI SSC the
tool enables a merchant to determine which

SAQs may apply

,L:_v||5|1'nu5'r Rowan Fogarty | VigiTrust Cient | Pr

Which SAQ Best Applies to My Environment?




