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Global Compliance 
Landscape – 2022
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Payments Industry – PCI History
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Payments Industry – a Definition 

Payment security entails managing and securing payment data across
an organization’s full order lifecycle, from the point of payment
acceptance, through fraud management, fulfilment, customer service,
funding and financial reconciliation, and transaction record storage.

The presence of payment data at any of these points, whether on
organization systems, networks or visible to staff, exposes the
organization to risk.

The presence of payment data …. exposes the
organization to risk.

Therefore you need to fully understand your own 
ecosystem and payments data flow



Challenges for Small Merchants
Small Merchants Attributes

a. 1 or few MiDs
b. 1 or few Acquirers/PSPs
c. Little knowledge of payment 

technology architecture & security
d. Not focused on compliance
e. Franchisees or subsidiaries

Small Merchants Security & Compliance 
Challenges

a. Little or no technical knowledge 
b. Little or no IT staff – reliance on 3rd parties
c. Little knowledge of payment technology architecture & 

security
d. Not focused on compliance
e. No knowledge of PCI Compliance
f. Old Acquiring contracts
g. Consequences of hacks not understood

One cheeky question: can we really expect all 
small merchants to understand

1. Scoping 
2. Securing payment data
3. Payment acceptance
4. Fraud management
5. Financial reconciliation
6. Payments storage records
7. P2PE

They need advice from payments 
security & compliance subject 
matter experts!



PCI SSC – Board & Small merchants
Small Merchants Voice?

a. Acquiring banks
b. Payments Council
c. Large enterprises with 100’s or 1,000’s 

of franchisees or subsidiaries



Tower of Babel - How Risk Professionals talk 

about Risk



How do CEOs, CxOs, Boards talk about 
Cyber risk and cyber accountability



DENIAL
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ACCEPTANCE

Cyber ? – It doesn't apply to me, ask my managers and 
lines of business !

It isn’t fair – we’re trying to grow a business and create 
jobs here. Back off with your cyber nonsense !

I’ll do some of it – it’ll be sort of compliance “a la 
carte” just to fend off regulators and governing bodies. 
That should do the job!

I’ll never get there – it’s not just laws & standards, but 
also documentation, technical investment, ongoing 
monitoring. I just can’t!

It’ll be okay! – it’s not rocket science, we’re doing a 
good bit already and we can now bridge the gap and 
stay ahead !
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C - L E V E L  &  B O A R D  M E M B E R S  E D U C AT I O N

5  P I L L A R S  O F  S E C U R I T Y  F R A M E W O R K  - A S S E S S M E N T

5  P I L L A R S  O F  S E C U R I T Y  F R A M E W O R K  - S C O R E

O P E R AT I O N A L  S E C U R I T Y,  R I S K  &  C O M P L I A N C E  P R O G R A M

Face to Face Workshop eLearning

StrategicSuper Strategic
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Some easy steps towards continuous compliance





PCI Compliance – Tools + Advisors



Empower ing  CEOs,  CxOs,  Boards  and Senior  Secur i ty  & 
compl iance Pros  to  ta lk  about  Cyber  r i sk  and cyber  
accountabi l i ty  in  a  co l laborat ive  and judgement  f ree  way!



Global Advisory Board - Topics
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How are topics selected for GAB?

1. Suggested by GAB Chair & Global 
Leadership Team

2. Proposed by Chartered Advisors

3. Proposed by GAB speakers



Global Advisory Board - Membership

Official Community Membership Recognition
Invites to open events
Basic access to Global Advisory Board Material

Official Chartered Adisors Membership 
Recognition and Social Media Opportunities
Invites to all Global Advisory Board events
Full access to Global Advisory Board Material
Full Access to Chartered Advisors Portal:
- VigiTrust Research
- Other members research
- Other members details (opt-in only)
Speaking opportunities (keynote, panel)
Agenda & topics contribution
Global Membership Team opportunities
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PCI DSS for Small Merchants
Of risk appetite, culture of cyber accountability 

and data management

We are looking for placement students, graduates and 
experienced security & compliance professionals ☺


