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How    We create the Digital Future™

For Dynamic Adversarial Uncertainty Era
Managing Change*,Uncertainty, & Complexity
through People-Process-Technology

“Instead of remaining stuck in the obsolescent paradigm of 'IT' for managing
‘DATA’… our Digital ventures  focus on managing what really matters -
Change, Uncertainty, and Complexity driving Business Performance.” 

28-Years World Leader
Since Beginning of WWW

“Yogesh Malhotra says his vision is to fill the gaps between business
and technology, data and knowledge, and, theory and practice...”

“Obsolete what you know before others obsolete it to profit by 
creating challenges and opportunities others haven't thought about.”

“Businesses can't plan long-term; instead, they must shift to a more 
flexible "anticipation-of-surprise" model.”
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AI-Cyber-Crypto-Quantum-Risk-Cloud Computing Pioneer

 ‘Born on the Cloud’ Global Digital Pioneer Building and Leading the 

2018- AWS Network Partner: AWS-Azure-GCP: Future of AI-Cyber-Cloud Computing
Pentagon Joint Chiefs ABMS Expert: USAF Chief Scientist: Invited Interviews: 
USAF-AFRL CA Ventures: Pentagon USAF CTO Team: USAF Sec-JAIC CTO

2008-2018 MIT-Princeton AI-Cyber-Crypto-FinTech-Cloud-Computing Faculty-SME
Global CEO-CxO Teams: AI-Cyber-Blockchain-Cloud Computing 

1998-2008: Goldman Sachs, Google, Intel, IBM, Microsoft, Harvard, MIT,…
Largest Digital Transformation Network: CIO Magazine

2001-2008: Accenture Partners, McKinsey Silicon Valley, British Telecom (UK)…
AACSB Impact of Research, CNet Networks Computing Award

1993-2001: AI-ML: John Holland: NSA-CIA, US, Netherlands, Mexico, South Korea
Business Week, Fortune, Inc. Wall Street Journal, New York Times…

1993-1998: Top Digital Site, Top-3 Search Engine, Top-10 Social Network
Computerworld, CIO Magazine, Wall Street Journal, Information Week

Big-3 IT, Big-3 Banking & Finance: Global Financial Systems: USA, Hong Kong, India
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Snapshots from the Current Geopolitical Crisis:
AI-Cyber-Crypto-Quantum-Risk-Cloud Computing

It’s easy to understand why Ukraine is an 
appealing target for testing cyberwar 
capabilities. The country has similar 
infrastructure to that found in Western 
Europe and North America.

Companies should push for assurances that 
our infrastructure can rapidly 
recover after a cyberattack before the 
cyberattack, and have those assurances 
verified by independent auditors. Cloud 
computing is a readymade solution wherein 
such assurances are built into the 
underlying infrastructure.

“the Russians are ahead of 
[the US] in terms of having 
capabilities today to launch 
hypersonic missiles.”
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Snapshots from the Current Geopolitical Crisis:
AI-Cyber-Crypto-Quantum-Risk-Cloud Computing

Russia’s attacks against 
Ukrainian government and 
financial institutions in the 
days before the invasion 
seemed designed to 
undermine confidence in Kyiv’s 
leadership. Likewise, the 
Ukrainian government’s 
attempts to take down Russian 
government sites and launch 
its own messages inside Russia 
amount to Kyiv’s brand of 
information warfare.
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Snapshots from the Current Geopolitical Crisis:
AI-Cyber-Crypto-Quantum-Risk-Cloud Computing

Mehul Srivastava in London
MARCH 24 2022

Around the same time as Ukrainian 
government sites were defaced in January, 
Ukrenergo, the government-owned power 
transmission company, observed an uptick 
in attempts to break into its networks. One 
particularly audacious attempt involved a 
compromised local employee trying to 
sneak malicious code on to company 
premises. “They were trying everything, 
trying to break in through our website, 
trying DDoS.” The Human factor in the 

Insider Risk is the focus of our 2015 CSO-
CRO keynote accessible from SSRN page.
Cloud computing is a ready solution wherein 
such DDoS attacks are averted by the cloud 
provider infrastructure.
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Snapshots from the Current Geopolitical Crisis:
AI-Cyber-Crypto-Quantum-Risk-Cloud Computing

Ian Smith, Insurance Correspondent
YESTERDAY

“Certainly, in the insurance community, and the 

cyber risk community, there was a fear that this 

should be a really systemic, really catastrophic 

cyber conflict, and that has not so far 

occurred.”

Insurers have tightened up their 

underwriting — for example, by 

introducing limits to what they 

would insure and, in some cases, 

denying coverage to companies that 

did not put in place basic controls.

These include putting in place 

multi-factor authentication and 

safeguarding the privileged 

accounts that can reach any 

part of a computer system. 

Companies have also focused 

on eliminating vulnerabilities —

for example, poor security on 

applications such as remote 

desktop for those working 

from home.
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Snapshots from the Current Geopolitical Crisis:
AI-Cyber-Crypto-Quantum-Risk-Cloud Computing

DDoS tools and how-to guides are 
being spread through cloud 
technologies. According to new 
research, cloud technologies now play a 
role in the digital side of the conflict. The 
team has tracked code and tools in 
public repositories, including Docker 
container images, code libraries, and 
popular software packages such as PyPI, 
npm, and Ruby. In total, roughly 40% of 
these public repositories were "related to 
denial-of-service activity aimed to disrupt 
the network traffic of online services."
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Snapshots from the Current Geopolitical Crisis:
AI-Cyber-Crypto-Quantum-Risk-Cloud Computing

"Every one of us can help in this fight by following the rules of cyberhygiene
-- not to open unknown messages, not to download the files whose origin is 
not clear, to treat critically all the incoming information."

“As their cities suffered more intense bombardment by Russian military forces this week, 
Ukrainian Internet users came under renewed cyberattacks, with one Internet company 
providing service there saying they blocked ten times the normal number of phishing and 
malware attacks targeting Ukrainians.” See Our Top Ranked SSRN Resource On This.
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Snapshots from the Current Geopolitical Crisis:
AI-Cyber-Crypto-Quantum-Risk-Cloud Computing

Putting defenses in now to combat future 
quantum threats: Just as nuclear 
weapons remain a threat in the physical 
space, quantum-powered capabilities 
could become a threat in cyberspace. The 
good news is that government is not 
waiting for YQ2, and agencies are already 
attempting to create new protection 
methods that are resistant to quantum 
hacking. According to the NIST website 
describing this effort, “It is critical to begin 
planning for the replacement of hardware, 
software and services that use public-key 
algorithms now so that information is 
protected from future attacks.”

At Global Risk Management Network, LLC, 
we are leading NIST’s focus not only on 
Risk Management and Risk Engineering, 
but also on Quantum Computing and 
Quantum Cryptography with presentations 
going back to 2015-2016 such as at the 
Princeton University Quant Trading & 
Finance Conference to more recent New 
York State Cybersecurity presentation 
addressed to DoD Pentagon Joint Chiefs 
and prior Quantum PhD Engineers Expert 
Panel on Quantum and AI Applications in 
Space with our focus advancing next-gen 
Advanced Battle Management System 
Joint All Domain Command and Control.

By BRANDI VINCENT MARCH 24, 2022
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Snapshots from the Current Geopolitical Crisis:
AI-Cyber-Crypto-Quantum-Risk-Cloud Computing

Emerging and disruptive technologies: 
EDTs such as artificial intelligence, 
quantum technology and robotics are 
set to have a tremendous impact on 
cyber-defence and to revolutionise
future military strategies and 
operations. It is vital that the EU and its 
NATO allies stay at the forefront of 
technological advances.

In addition to our R&D ranked for global impact at Global Risk Management 
Network, LLC, leading global industry practices, our US Air Force Research Lab CA 
Ventures: AIMLExchange.com and C4I-Cyber.com focus on world-leading Digital 
CEO-CxOs practices and technologies related to EDTs such as artificial intelligence, 
quantum technology and robotics with legacy of EDT Practices, Technologies, 
Networks being adopted-applied by US and Allied Forces for over two decades.

By Cecilia Bonefeld-Dahl  28 Mar 2022
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2022 AI-Cybersecurity Masterclass https://www.youtube.com/watch?v=JGB76NJRRBU

Problem 1: MODELS: All Models Are Wrong, Yet All Algorithms Use Models 

- Use Model Risk Management and Model Risk Arbitrage: ModelRiskArbitrage.com .

Problem 2: ALGORITHMS: No Master Algorithm, Different Tribes: Different Masters

- Deploy Common Sense, Sense Making & Intuition as AI Doesn’t Have Any of Them .

Problem 3: DATA: All Data is About the Past, All Decisions Are About the Future 

- Advance Beyond Prediction to Anticipation of Surprise: FutureOfFinance.org .

Problem 4: RISKS: Fragmented Risks Across Domain ‘Silos’ Result in Systemic Risks

- Manage Non-Normal, Non-Linear Risks & Uncertainty for Adversarial Uncertainty .

Problem 5: AI SUPREMACY: AI Supremacy Is a Myth and So Is Quantum Supremacy

- Ensure Command-Control Supremacy for AI-Quantum Resilience-Sustainability.

Problem 6: METAVERSE: Every Vendor Sells One’s Own Metaverse ‘Products’

- Build Your Metaverse to Manage Quantum Uncertainty & Time-Space Complexity. 

Deep Fakes to Metaverse: Fake Identities to Fake Realities

MAD: Models-Algorithms-Data: AI-Cyber-Crypto-Quantum
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Future of AI-Cyber-Cloud Computing
Infrastructure as Code (IaC), DevSecOps, MLOPs

https://towardsdatascience.com/scalable-efficient-big-data-analytics-

machine-learning-pipeline-architecture-on-cloud-4d59efc092b5

2022 AI-Cybersecurity Masterclass https://www.youtube.com/watch?v=JGB76NJRRBU
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How to Manage Geopolitical-Cyber Crises-Risks:
AI-Cyber-Crypto-Quantum-Risk-Cloud Computing

A fake and heavily manipulated video 
depicting Ukrainian President 
Volodymyr Zelenskyy circulated on 
social media and was placed on a 
Ukrainian news website by hackers 
Wednesday before it was debunked 
and removed.

The video, which shows a rendering of 
the Ukrainian president appearing to 
tell his soldiers to lay down their arms 
and surrender the fight against 
Russia, is a so-called deepfake that 
ran about a minute long.
Such state-sponsored deepfakes could 
be used to sow panic and confusion.
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Faking Voices and Videos with GANs
• DARPA’s technologists are especially 

concerned about a relatively new AI 
technique that could make AI fakery almost 
impossible to spot automatically. 

• Using what are known as generative 
adversarial networks, or GANs, it is possible to 
generate stunningly realistic artificial 
imagery.

• A GAN consists of two components. The first, 
known as the “actor” or “generator,” tries to 
learn the statistical patterns in a data set, 
such as a set of images or videos, and then 
generate convincing synthetic pieces of data. 

• The second, called the “critic” or 
“discriminator,” tries to distinguish between 
real and fake examples. 

• Feedback from the critic enables the actor to 
produce evermore-realistic examples. 

• And because GANs are designed to outwit an 
AI system already, it is unclear if any 
automated system could catch them. Source: https://www.technologyreview.com/s/611146/the-us-military-is-

funding-an-effort-to-catch-deepfakes-and-other-ai-trickery/

2019 New York State Cyber Security Conference, NY https://ssrn.com/abstract=3399781

Malhotra, Yogesh, Power Point 
Presentation: AI-Machine Learning 
Augmentation and Cybersecurity: Why 
Smart Minds Using Smart Tools Are 
Critical for Minimizing Risks, And, What 
You Can Do About It? (June 4, 2019). 
Presentation: 2019 New York State 
Cyber Security Conference, Albany, NY, 
June 4 - 5, 2019, Empire State Plaza , 
Albany, NY, Available at 
SSRN: https://ssrn.com/abstract=33997
81 or http://dx.doi.org/10.2139/ssrn.33
99781
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Alternative Capital Markets & Alternative Risks

MRM: Beyond AI Automation to AI Augmentation

2022 AI-Cybersecurity Masterclass https://www.youtube.com/watch?v=JGB76NJRRBU

https://www.capco.com/Capco-

Institute/Journal-49-Alternative-Capital-

Markets/AI-AUGMENTATION-FOR-

LARGE-SCALE-GLOBAL-SYSTEMIC-

CYBER-RISK-MANAGEMENT-PROJECTS
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How to Manage Geopolitical-Cyber Crises-Risks:
Beyond AI-Cyber-Crypto-Quantum-Risk-Cloud Computing
February 2022 | This month, we elevate Russia-NATO conflict to our list 
of top 10 risks. We see Russia’s military built-up near Ukraine as the most 
serious security challenge in Europe since the end of the Cold War.
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How to Manage Geopolitical-Cyber Crises-Risks:
AI-Cyber-Crypto-Quantum-Risk-Cloud Computing

1. Start with the board

• How we got here

• Where we are now

• Where we are headed

• What to do about it

2. Trifocal lens to assess risks

• Short-term actions

• Midterm actions

• Long-term actions

3. Think critically about the 

corporate narrative reconciling 

for aligning differences across 

stakeholders.

4. Deploy refreshed risk frameworks and guidelines: as 

Risk Heat Maps or traffic-light-style red, yellow, and green lights 

represent escalating risk levels.

5. Secure stakeholders’ hearts and minds: 

Regularly look up from tending to the immediate needs 

of their operating environments to learn, adapt, and 

prepare for external and internal shocks and pressures.
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