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Critical InfrastructureConsiderations
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Cl Perspective -

electricity generation and distribution '

telecommunication
water supply

agriculture, food production and distribution -
heating (natural gas, fuel oil) = o
public health =| |4y |

transportation systems (fuel supply, railway
network, airports)

financial services

* security services (police, military)
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Basic concepts and assumptions

* Citizens take critical infrastructure as a given

* Businesses do not think pro-actively about
their dependence on critical infrastructure

mmercial assets
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* Would be terrorist are looking for ways to Family assets

exploit these gaps

Appliances and consumer products
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Personal assets
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Data Protection and Privacy Legislation Worldwide

As more and more social and economic activities have place online, the importance of privacy and data protection is increasingly recognized.
OVERVIEW

@)

Of equal concern is the collection, use and sharing of personal information to third parties without notice or consent of consumers. 128 out of 194 countries
had put in place legislation to secure the protection of data and privacy.

Africa and Asia show a similar level of adoption with 55 per cent of countries having adopted such legislations from which 23 are least developed countries.
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PRIVACY SCOREBOX GDPR OVERVIEW GDPR APP BLOG DLA Piper Intelligence
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DATA PROTECTION LAWS OF THE WORLD

Compare data protection laws around the world

Please select Country Compare to Comparison country GO
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Legal Notices | Privacy Policy | Cookie Policy
© 2022 DLA Piper. DLA Piper is a global law firm operating through various separate and distinct legal entities.
For further information about these entities and DLA Piper's structure, please refer to our Legal Notices. All rights reserved. Attorney Advertising.




Laws, Standards,

Frameworks

Global Compliance
Landscape — 2022

A complex web of often
conflicting requirements
which requires a mix of
skills & background



Global Risk Landscape

Strategic
Geopolitical

Financial

RISK AREA Operational

Contractual

Reputational
Brand Management
Quality




Rise of
Cyberattacks

Esp
Ransomware

Internet Zones

Social Media
Censorship

World Order
Reshape

New Definition
of Energy
Powers
Worldwide

Rise of Cryto
Currencies &

Assets in Russia

and in the
Region

Geopolitical Impact — Russia& Ukraine

Russia
Defaulting on
Payments

Nationalization
of Western
Assets




Other Impact of Russia’s Invasion of Ukraine
THE IRISH TIMES Tuo, Mar 20, 202 RomanAbramovich  Chelsea’s Abramovich ‘trying to help’ in

Ukraine-Russia conflict

NEWS SPORT BUSINESS OPINION LIFE & STYLE CULTURE

Spokesperson for billionaire says Russian owner of football club

Companies ) Transport & Tourism | Financial Services | Agribusiness & Food | Energy & was contacted by Ukrainian side

Ukraine-Russia news: latest updates

Aircraft leasing firms kick off insurance Jesica Elgo Chfpoltia
claims for planes stuck in Russia —

Mon 28 Feb 2022 07.41 EST
Value of aircraft held by Russia estimated at €11.8bn
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© Owner of Chelsea football club, Roman Abramovich. Photograph: Adam Davy/PA

The Russian billionaire Roman Abramovich, the owner of Chelsea football
club, is reportedly mediating over the Russian invasion of Ukraine, although
his spokesperson has acknowledged he would have “limited” influence.

The move comes amid pressure from campaigners and MPs for Abramovich
to be targeted by western sanctions. He made his first public comment since
Russia’s invasion of Ukraine, via his Chelsea spokesperson, to claim his help
had been requested.

Dublin-based AerCap Holdings, the world’s biggest leasing firm, had 142 aircraft placed with Russia as of March

10th. Photograph: iStock “I can confirm that Roman Abramovich was contacted by the Ukrainian side
for support in achieving a peaceful resolution, and that he has been trying to
help ever since,” his spokesperson said.

Russia’s move to transfer almost 800 foreign-owned jets to its own aircraft

O register amid foreign sanctions has triggered a wave of insurance claims from S ource: Th e G ua rd l an

leasing firms whose fleets have effectively been commandeered.
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Perspectives on attacks

Criminals Perspective

No borders with physical control

Low risk types of attacks with great impact
potential

Skill levels of would-be attacker is decreasing
whilst impact of attacks is increasing

Internet is the best platform to find new targets
and collect information about them

* Launch a social engineering attack to gather key
intelligence

* Use technical means to make use of gathered
intelligence

Users Perspective

Copyright 2003 Randy Glasbergen.

www.glasbergen.com




How do CEOs, CxOs, Boards talk about
Cyber risk and cyber accountability

THINK GLOBALLY,
ACT LOCALLY,
PANIC INTERNALLY
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Copyright 2005 by Randy Glasbergen. www.glasbergen.com




DENIAL

BARGAINING

DEPRESSION

ACCEPTANCE

Cyber ? — It doesn't apply to me, ask my managers and
lines of business !

It isn’t fair — we’re trying to grow a business and create
jobs here. Back off with your cyber nonsense !

I’ll do some of it —it’ll be sort of compliance “a la
carte” just to fend off regulators and governing bodies.
That should do the job!

I’ll never get there —it’s not just laws & standards, but
also documentation, technical investment, ongoing
monitoring. | just can’t!

It’ll be okay! —it’s not rocket science, we’re doing a
good bit already and we can now bridge the gap and
stay ahead !




PHYSICAL PEOPLE INFRASTRUCTURE CRISIS
SECURITY SECURITY SECURITY SECURITY MANAGEMENT

Operations Manager,
Security Staff

Operation Manager, IT

HR, Security Staff HR, IT Team & Manager IT Team & Manager
Team, HR




Empowering CEOs, CxOs, Boards and Senior Security & compliance Pros to
talk about Cyber risk and cyber accountability in a collaborative and
judgement free way!

Join us in Dublin, Ireland, May 18t" & 19th for
the Annual VGAB




Global Advisory Board - Topics

CISO/CRO How are topics selected for GAB?

Challenges

D& in Cyber Innovetion 1. Suggested by GAB Chair & Global
Leadership Team

Cyber
Accountability 2. Proposed by Chartered Advisors

Standards/Laws Threat

e . 3. Proposed by GAB speakers

Culture of
Security
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