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CAN WE REALLY BE SAFE



SMART
BUILDINGS....ARE
THEY REALLY?




| ‘ External Systems Elevators
Fire Detection & Data Feeds Escalators
and Alarm

Occupancy
Sensors

Access
Control

Smart Building Power Grid &
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WHAT MAKES
A BUILDING
SMART?
UNIFIED VIEW,
DATA
HISTORICAL
AND REAL-TIME



WHY GO SMART?

* © SAVINGS IN ENERGY AND WATER USAGE AND THE RESULTING REDUCTION IN COSTS AND
CARBON FOOTPRINT

e ¢ [MPROVED WORKING CONDITIONS, SAFETY AND SECURITY FOR OCCUPANTS
* [IMPROVED CUSTOMER SERVICE LEVELS
e VISIBILITY AND MANAGEMENT OF OCCUPANCY LEVELS
e OPTIMISATION OF RESOURCES (PHYSICAL, SPACE AND HUMAN)
 REDUCED MAINTENANCE COSTS



WHAT COULD POSSIBLY GO WRONG!

CInet Reviews News Video How To Deals

BAnﬂ‘ large scale BGP huach out of India
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SECURITY CLOUD STORAGE CXO HARDWARE MICROSOFT INNOVATION MORE

|| — — MUST READ | ASKED APPLE FOR ALL MY DATA. HERE'S WHAT WAS SENT BACK

AWS traffic hijack: Users sent to phishing

site in two-hour cryptocurrency heist
DDoS attack on BBC may have been biggest
in history
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THE RISK TO AN
ORGANISATION
OR INDIVIDUAL
THROUGH
POOR SECURITY
PRACTICE
COULD IMPACT

Therisk to an organisation or individual through
poOor security practice could impact: e

Reputation

= Share price
[e]

\0\\ Costs - operational, replacement, sales, legal,
- fines etc.

ﬂ Health & Safety



NEW WAYS TO GAIN CONTROL OF YOUR '‘SMART
BUILDING

« IN2017, T WAS REVEALED THAT CRIMINALS HAD MANAGED TO STEAL 10GB OF DATA FROM
A NORTH AMERICAN CASINO HIGH-ROLLER DATABASE VIA AN INTERNET-CONNECTED
THERMOMETER IN A LOBBY AQUARIUM [REF 7]. THE INTERNET-CONNECTED FISH TANK
ALLOWED IT TO BE REMOTELY MONITORED, AUTOMATICALLY ADJUST TEMPERATURE AND

SALINITY, AND AUTOMATE FEEDINGS.



BEST PRACTISE

MANAGEMENT GOVERNANCE

* RISKASSESSMENT® THREAT MODELLING® SECURITY BY DESIGN (THROUGHOUT THE ENTERPRISE AND SYSTEM OF SYSTEMS) AND
LEVERAGING DEFENCE IN

DEPTH [REF 13 & 14]

* PROCUREMENT (SPECIFYING SECURITY REQUIREMENTS FOR PRODUCTS) ® SUPPLY CHAIN PROCESSES (ENSURING SECURITY IS
MAINTAINED THROUGHOUT AND AT SOURCE) ® SECURE IMPLEMENTATION PROCESSES® TESTING AND V ALIDATION

* SECURE MAINTENANCE AND LIFECYCLE MANAGEMENT (INCLUDING SECURITY SOFTWARE UPDATES)

* TRAINING FOR SYSTEM ADMINISTRATORS AND AN ENTERPRISE MONITORING PLAN TO WATCH FOR SUSPICIOUS

EVENTS WITHIN THE BUILDING NETWORK ® DETECTION OF ANOMALIES AND EVENTS® CONTINUOUS SECURITY MONITORING

* INCIDENT RESPONSE PLAN TO EFFECTIVELY RESPOND TO CYBER SECURITY INCIDENTS AS THEY OCCUR® V ULNERABILTY DISCLOSURE®
RECOVERY AND RESILIENCE PROCESSES AND PLANS TO RESTORE SERVICES INTHE EVENT OF A SECURITY EVENT

* PHYSICAL ACCESS CONTROLS (PACS) TO PROVIDE WIDER VISIBILTY ACROSS THE PHYSICAL AND ELECTRONIC SPACE



THREAT
MODELLING

e DEPLOYMENT OF HARDENED
GATEWAY PLATFORMS

* [OGGING AND AUDITING OF
SECURITY EVENTS

e ENCRYPTION, AUTHENTICATION AND
INTEGRITY PROTECTION FOR
COMMUNICATIONS ® TAMPER ALARMS
e PATCHING PROCESSES

e CONFIGURATION MANAGEMENT

e NETWORK SEGMENTATION

e /ERO-TRUST CONFIGURATIONS

e ACCESS CONTROLS

e SERVICE LEVEL AGREEMENTS



CONCLUSION




