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Disclaimer before we all fall out…..

I’m a man and I’m French ….so I’m definitely going to say 
something wrong ☺



Why I’m interested in Security Culture…

Family Background Early/Primary Education Higher Education



Global Risk Landscape

Strategic
Geopolitical

Reputational
Brand Management

Quality

Financial
Operational
Contractual

Cyber
IP / ICT
DR / BC

R I S K  A R E A



Global Compliance 
Landscape
A complex  web of  of ten 
conf l ic t ing  requirements

Laws, Standards, 
Frameworks

PCI DSS

App Sec

GDPR

CCPA

PIPL

LGPD

NGPD
Indian 

PDP

ISO 27k

NIST

HIPAA

SEC/FTC

OCC







Perspectives on attacks 
Criminals Perspective

No borders with physical control

Low risk types of attacks with great impact 
potential

Skill levels of would-be attacker is decreasing 
whilst impact of attacks is increasing

Internet is the best platform to find new targets 
and collect information about them

• Launch a social engineering attack to gather key 
intelligence

• Use technical means to make use of gathered 
intelligence

Users Perspective



Critical InfrastructureConsiderations
CI Perspective

• electricity generation and distribution 
• telecommunication 
• water supply 
• agriculture, food production and distribution 
• heating (natural gas, fuel oil)
• public health
• transportation systems (fuel supply, railway 

network, airports)
• financial services
• security services (police, military)

Basic concepts and assumptions

• Citizens take critical infrastructure as a given

• Businesses do not think pro-actively about
their dependence on critical infrastructure

• Would be terrorist are looking for ways to
exploit these gaps





DENIAL

ANGER

BARGAINING

DEPRESSION

ACCEPTANCE

Cyber ? – It doesn't apply to me, ask my managers and 
lines of business !

It isn’t fair – we’re trying to grow a business and create 
jobs here. Back off with your cyber nonsense !

I’ll do some of it – it’ll be sort of compliance “a la 
carte” just to fend off regulators and governing bodies. 
That should do the job!

I’ll never get there – it’s not just laws & standards, but 
also documentation, technical investment, ongoing 
monitoring. I just can’t!

It’ll be okay! – it’s not rocket science, we’re doing a 
good bit already and we can now bridge the gap and 
stay ahead !



Emergency – Call The A-Team

Expectations Reality



- Access to building

- Physical Assets

- IT Hardware

- Vehicle Fleet

- Permanent & 
Contract Staff

- Partners

- 3rd Part Employees

- Visitors

- Special Events 
Security

- Trade Secrets

- Employee Data

- Database

- Customer Data

- Networks

- Remote Sites

- Remote Users

- Application Security

- Website

- Intranet

- Documentation & 
Work Procedures

- Emergency 
Response Plans

- Business Continuity 
Plans

- Disaster Recovery 
Plans

Operations Manager, 
Security Staff

HR, Security Staff HR, IT Team & Manager IT Team & Manager
Operation Manager, IT 

Team, HR

PHYSICAL
SECURITY

PEOPLE
SECURITY

INFRASTRUCTURE
SECURITY

CRISIS
MANAGEMENT

DATA
SECURITY



C - L E V E L  &  B O A R D  M E M B E R S  E D U C AT I O N

5  P I L L A R S  O F  S E C U R I T Y  F R A M E W O R K  - A S S E S S M E N T

5  P I L L A R S  O F  S E C U R I T Y  F R A M E W O R K  - S C O R E

O P E R AT I O N A L  S E C U R I T Y,  R I S K  &  C O M P L I A N C E  P R O G R A M

Face to Face Workshop eLearning

StrategicSuper Strategic

Action Items Red Flags



Empower ing  CEOs,  CxOs,  Boards  and Senior  Secur i ty  & 
compl iance Pros  to  ta lk  about  Cyber  r i sk  and cyber  
accountabi l i ty  in  a  co l laborat ive  and judgement  f ree  way!



Global Leadership Team

Global Leadership Team
25 Subject Matter Experts

Chair
Vice-Chair



Global Advisory Board - Topics

Cyber 
Accountability

CISO/CRO

Challenges

Innovation 
Funding

Threat 
Landscape 

Culture of 
Security

Standards/Laws

Frameworks

D&I in Cyber

How are topics selected for GAB?

1. Suggested by GAB Chair & Global 
Leadership Team

2. Proposed by Chartered Advisors

3. Proposed by GAB speakers



Global Advisory Board - Membership

Official Community Membership Recognition
Invites to open events
Basic access to Global Advisory Board Material

Official Chartered Advisors Membership 
Recognition and Social Media Opportunities
Invites to all Global Advisory Board events
Full access to Global Advisory Board Material
Full Access to Chartered Advisors Portal:
- VigiTrust Research
- Other members research
- Other members details (opt-in only)
Speaking opportunities (keynote, panel)
Agenda & topics contribution
Global Membership Team opportunities



The Cyber Elephant in the Boardroom



All stakeholders need to collaborate

Let’s make the most of diversity & inclusion



mathieu.gorge@vigitrust.com

https://ie.linkedin.com/in/mgorge

I n t e g r a t e d  R i s k  M a n a g e m e n t  S a a S  P r o v i d e r

VigiTrust Global Advisory Board

Get involved!



Leadership Team by Chapter
Chapter Chapter Manager Chapter Team

US East Corridor Simon Russell Christina Ayiotis, Bradley Schaufenbuel , Judy 
DeWolf, Parimala Rao, Alex Abramov 

Americas (Other)

Jennifer Gold

Denise Louie, Tom King, Edward Liebig, Chris 
Lambrou, Bassam Alqassar, Christopher Moks, 
Oluwaseyi Ojo

Ireland Paul Collins
Rena Maycock, Dina Vyapuri, Carmel Somers, 
Philip Mills, Diarmuid Hudner

UK Darren Hodder Kevin Smith, Michael Boevink, Steven Furnell, 
Dominic Johnstone, Jean Lehmann

France Frederic Jesupret Julien Martin, Gabriel, Cecile Martin, Alexandre 
Demenchuk

Europe Victoria Van Roosmalen
Marius Dumitrescu, Olive Carr, Bruno Halopeau, 
Julien Chesaux, Max Imbiel

MEA Wadi Mseddi Chinatu Uzuegbu, Vukosi Sambo, Itumeleng 
Makgati, Narrainen Poubarlen

India Vikram Dua Srikar Reddy, Dilip Panjwani

China Isabelle Hajjar Greta Fan, James Sun ZhenHua

APAC Andrew Milroy Ashish Thapar, Rob Wiggan, Rakesh Sharma, 
Vivienne Tan


