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Disclaimer before we all fall out…..

I’m a man and I’m French ….so I’m definitely going to say 
something wrong ☺



My views on privacy have changed throughout life because of…

Culture & Family Early Education University & early Jobs



Crit ical  Infrastructure Considerations – Impact 
on personal  and business data footprint  

CI Perspective
• electricity generation and distribution 
• telecommunication 
• water supply 
• agriculture, food production and distribution 
• heating (natural gas, fuel oil)
• public health
• transportation systems (fuel supply, railway 

network, airports)
• financial services
• security services (police, military)

Basic concepts and assumptions

• Citizens take critical infrastructure as a given

• Businesses do not think pro-actively about
their dependence on critical infrastructure

• Would be terrorist are looking for ways to
exploit these gaps









IAPP Privacy Perspectives



Global Risk Landscape
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R I S K  A R E A



Geopolitical Impact – Russia& Ukraine
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What does Mustard have to do with Global Supply?



How Risk Professionals talk about Risk



DENIAL

ANGER

BARGAINING

DEPRESSION

ACCEPTANCE

Cyber ? – It doesn't apply to me, ask my managers and 
lines of business !

It isn’t fair – we’re trying to grow a business and create 
jobs here. Back off with your cyber nonsense !

I’ll do some of it – it’ll be sort of compliance “a la 
carte” just to fend off regulators and governing bodies. 
That should do the job!

I’ll never get there – it’s not just laws & standards, but 
also documentation, technical investment, ongoing 
monitoring. I just can’t!

It’ll be okay! – it’s not rocket science, we’re doing a 
good bit already and we can now bridge the gap and 
stay ahead !



- Access to building

- Physical Assets

- IT Hardware

- Vehicle Fleet

- Permanent & 
Contract Staff

- Partners

- 3rd Part Employees

- Visitors

- Special Events 
Security

- Trade Secrets

- Employee Data

- Database

- Customer Data

- Networks

- Remote Sites

- Remote Users

- Application Security

- Website

- Intranet

- Documentation & 
Work Procedures

- Emergency 
Response Plans

- Business Continuity 
Plans

- Disaster Recovery 
Plans

Operations Manager, 
Security Staff

HR, Security Staff HR, IT Team & Manager IT Team & Manager
Operation Manager, IT 

Team, HR

PHYSICAL
SECURITY

PEOPLE
SECURITY

INFRASTRUCTURE
SECURITY

CRISIS
MANAGEMENT

DATA
SECURITY



1. All data including employee data, client data, 3rd party data is protected 
appropriately and in compliance with applicable laws & mandatory 
standards

2. The organization is able to and does classify data according to its privacy 
level

3. The organization has put in place appropriate technical security solutions
and/or security measures to protect data we create, acquire, store, 
transmit and also dispose of

4. If the regulator(s) or enforcement bodies perform an audit I can 
demonstrate my organization’s compliance (or demonstrable road map to 
compliance)

5. The organization has developed and demonstrably deployed security 
policies and procedures to all staff across the organization regardless of 
ranking level, location, business unit or function

As a CEO-C-Level-Board Member am I confident/sure/happy that:

5 Pillars of Security Frameworktm



C - L E V E L  &  B O A R D  M E M B E R S  E D U C AT I O N

5  P I L L A R S  O F  S E C U R I T Y  F R A M E W O R K  - A S S E S S M E N T

5  P I L L A R S  O F  S E C U R I T Y  F R A M E W O R K  - S C O R E

O P E R AT I O N A L  S E C U R I T Y,  R I S K  &  C O M P L I A N C E  P R O G R A M

Face to Face Workshop eLearning

StrategicSuper Strategic

Action Items Red Flags



E m p o w e r i n g  C E O s ,  C x O s ,  B o a r d s  a n d  S e n i o r  S e c u r i t y  &  c o m p l i a n c e  P r o s  t o  
t a l k  a b o u t  C y b e r  r i s k  a n d  c y b e r  a c c o u n t a b i l i t y  i n  a  c o l l a b o r a t i v e  a n d  

j u d g e m e n t  f r e e  w a y !

Dublin, Ireland, May 10 th & 11 th 2023
Annual in-person VGAB



Global Leadership Team

Global Leadership Team
25 Subject Matter Experts

Chair
Vice-Chair



The Cyber Elephant in the Boardroom
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Are we actually moving forward?
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